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Scope of Work

Project Title
Multi-Tier Cloud Deployment

Project Overview

The project aims to design a multi-tier cloud-hosted management system using Amazon Web
Services (AWS). This will consist of five AWS Amazon Linux EC2 instances. It will include a
HAProxy server as the load balancer to distribute incoming traffic to the three independent
application servers. The application servers will consist of 3 AWS EC2 instances running
Amazon Linux and will include SeedDMS, Apache, and PHP for document management. All
three application servers will gather and store information on an AWS EC2 instance with
Amazon Linux, with MariaDB for the database server.

Milestone completion dates:

Milestone I — September 7, 2026
Milestone II — September 14, 2026
Milestone III — September 21, 2026
Milestone IV — September 27, 2026

Project Goals & Objectives

The goal is to implement a cloud-based document management system that provides session
persistence to the application layer that is for a centralized documentation and management.

* Speed - The network must provide enough bandwidth to meet demand during periods of
peak usage.

* Reliability - The network must contain redundancy to ensure that the failure of one
application server will not bring the entire network down.



Scalability - The network must scale without rebuilding the entire network. Changes and
updates must be easy to implement.

Security — With AWS handling the physical side of security, SeedDMS allows for system
user security.

Network Infrastructure Requirement

Your choice of cloud provider and an internet connection.

Assumptions & Risks

AWS will provide a constant and available service.
An internet connection is to be provided by the client

The client will provide an internal IT team to deal with user-related issues.

The client’s internal IT team will handle all maintenance and security needs.

Network Configuration & Procedural Checklist

XN WD -

Create 5 AWS EC2 instance servers

Install and configure MariaDB database software on one server
Install and configure SeedDMS and Apache on 3 servers

Install HAProxy on the last server

Install SSL on the HAProxy server

Create a self-signed SSL certificate on the HAProxy server
Reconfigure the HAProxy configuration file to allow for cookies
Test all three servers for session persistence and fail over.



Network Topology Diagram with IP Addresses

HAProxy
Public Access
172.31.23.77

SeedDMS_WS2 SeedDMS_WS3
SeedDMS_WS1 Allication Server Application Server
Application Server 172.31.18.227 172.31.23. 117

1723125111 o

MariaDB
Database

Server —
172.31.21.133 .




Appendices | Deliverables

Creating an EC2 Instance & Installation of a LAMP Stack

Step 1

Go to AWS.com and sign in. When you open it, it will look

similar to the image to the bellow. Select the EC2 service outlined in red in the image to the
right.

Console Home

-

& sitting and cost Management

-

Recently visited i

i Costand usage o

Current month Cost breakdown
ied

Forecasted month end
® Access denied

sSavings opportunities
led

Reset to default layout ) (& Add widgets )

i Welcome to AWS
Getting started with

Learn the fundamentals and

find valuable information to
get the most out of AWS.

Training and
certification .2

=(©)  vLeam from AWs experts and
advance your skills and
knowledge.

AWS Builder Center 2

’ Learn, build, and connect
with builders in the AWS
community.

i Solutions (13) e

Vetted Solutions from AWS for popular business and technical use cases.

< CloudArchitect (4) | Platform Engineer (4) | AlOps(4) >

Automate large-scale server migrations to AWS Cloud using templates 12

Time to complete: 20 mins.

Automates VMware workload testing and migration setup to AWS Cloud 2

Time to complete: 20 mins.

hiactcand €00 "

i AWS Health e

Open Issues

0 Past 7 days

Scheduled changes

2 iy s

Other notifications

0 Past 7 days

Go to AWS Health 5

Step 2

Next we are going to create a security group for the instance. In this screen you will follow the
list on the left down to where is says “Security Groups” and click on it.

©

EC2

Dashboard
AWS Global View 12
Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
Capacity Manager New

v Images
AMIs

AMI Catalog

¥ Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

v Network & Security

Network Interfaces

Resources

You are using the following Amazon EC2 resources In the United States (N. Virginia) Region:

Instances (running) 0 AutoScaling Groups
Dedicated Hosts 0 ElasticIPs

Key pairs 0 Load balancers
Security groups 1 Snapshots

Launch instance
To get started, launch an Amazon EC2 Instance, which Is a virtual server
In the cloud

QERERERE 7 (rigratea server 12

Note: Your instances will launch in the United States (N. Virginia) Region

Instanceaarms

A oinalarm @ook @ o insufficient data

Instances In alarm

Scheduled events @

United states (N. Virginia)
No scheduled events

Service health

Capacity Reservations o
Instances o
Placement groups o
Volumes o

AWS Health Dashboard 12 @

Region Status
United States (N. Virginia) @ This service is operating
normally.
Zones
Zone name Zone 1D
us-east-Ta uset-azt
us-east-1b usel-az2
us-east-1c uset-aza
us-east-1d use1-az6
us-east-Te uset-azs
us-east-1f usel-az5

us-east-1-atl-2a

usel-atl2-az1

EC2 cost ®

Date range: Past 6 months Region: Global

Regions

cost(5) @ ~)

6

Mar 2026
Date (UTC)
B us-east-1
Analyze your costs in Cost Explorer 2
Account attributes @

Default VPC




Step 3

At this screen you will see your default security group in the middle. You can create a new one
specifically for this by selecting “Create security group” in the top right corner.

Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
Capacity Manager New

v Images
Amis
AMI Catalog

v Elastic Block Store
Volumes
Snapshots
Lifecycle Manager

v Network & Security
Security Groups
Elastic IPs
Placement Groups
Key Pairs
Network Interfaces

v Load Balancing
Load Balancers
Target Groups
Trust Stores

v Auto Scaling

Auto Scaling Groups

Settings

EC2 > Security Groups > sg-0e346edf6asc3saze

sg-0e346edf6a3c35a2c - default

Details

Security group name
10 default

Owner
10 825765390827

Inbound rules Outbound rules Sharing

Inbound rules

Q search

Name v | security group rule...

Security group ID Description

I} sg-Oe346edf6a3c35a2c IE) default VPC security group

Inbound rules count Outbound rules count

0 Permission entries 1 Permission entry
VPCassociations | Related resources-new  Tags

v | 1P version v | Type v | Pprotocol

No security group rules found

VvPCID
YRe-0752322af657c62d 12

@ Manage tags Edit inbound rules

1 @

Port range v | source o | Daseription

Note: Best practice is to not use the default security group. Create a new one for the project at

hand. This helps protect each project.

Step 4

Next we are going to add security rules. To start click on the security group ID name.

EC2 > Security Groups

Savings Plans
Reserved Instances

Dedicated Hosts

Security Groups (1) o

@ Gt +) Comonsmaygomsocsv |+ (R

Q Find security groups by attribute or tag

capac
Capacity Manager New
v Images
Avis

AMI Catalog

<

Elastic Block Store

Volumes

Snapshots

Lifecycle Manager

¥ Network & Security
Security Groups
Elastic IPs
Placement Groups
Key Pairs
Network Interfaces

v Load Balancing
Load Balancers
Target Groups
Trust Stores

v Auto Scaling

Auto Scaling Groups

Settings

O Name © | Security group

[0 schoot edf6a3c35a2c

‘

v | security group name v | vecip

default VPC-0752323af657c6e2d (2

Select a security group

1 @

v | Description v | owner

default VPC security group 825765390827




Step 5

Here we are going to add security rules. Click on the “Edit inbound rules” on the far right.

© =2 > security srous ®om

Savings Plans

Reserved Instances Security Groups (1) o @ Export security groups to CSV D

Dedicated Host
ecicatedition | Q Find security groups by attribute or tag | 1 @

Capacity

Capacity Manager New (J | Name v | security group ID v | security group name v | vecip v | Description v | owner

v Images ) school s0-Oe34Gedf6asc35a2c default Ype-075232aaf657c6e2d (2 default VPC security group 825765390827
AMIs 7 '

AMI Catalog
v Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

v Network & Security
Security Groups
Elastic 1Ps
Placement Groups
Key Pairs

Network Interfaces

¥ Load Balancing Select a security group s~
Load Balancers
Target Groups

Trust Stores

<

Auto Scaling

Auto Scaling Groups

Settings

Step 6

At this screen you will click “Add rule”.

= EC2 > SecurityGroups > sg-Oe3d6edf6asc3sa2c > Edit inbound rules o

Edit inbound rules i

Inbound rules control the incoming traffic that's allowed to reach the instance.

Inbound rules i

This security group has no Inbound rules.

—



Step 7

Here we will be adding multiple rules. The steps are the same for each rule. You are going to add
3 rules. HTTP, MY SQL/Aurora and SSH. By doing the following for each one.

= EC2 > SecurityGroups > sg-Oe346edf6a3c35a2c > Edit inbound rules ®o

Edit inbound rules .

Inbound rules control the Incoming traffic that's allowed to reach the Instance.

Inbound rules o

Security group rule ID Type info Protocol Info Portrange Info _Source info Description - optional Info

—

a) Select the Type by clicking the “Custom TCP” and scroll down until you see HTTP
and click on it.

= EC2 > SecurityGroups > sg-Oe34Gedfeasc3sazc > Editinbound rules o &

Edit inbound rules

Inbound rules control the incoming traffic that's allowed to reach the instance.

Inbound rules o
Security group rule ID Type info Protocol Info Portrange Info Source Info Description - optional info
e : -] | G
: ] -0,000/0 X

Custom TCP
e v )
Custom UDP
Custom ICMP - 1Pv4 00.00/0 X
Custom Protocol Anywhe... v | |
AllTce
0000/0 X
AllupP
AlLICMP - 1Pva cstom v | [Q |

Add rule

SsH

SMTP cancel

DNS (UDP)
HTTP v
MAP

LDAP.

HTTPS



b) Next you will select “Custom” under the Source column. And scroll down to where it
says “Anywhere-1Pv4.

Edit inbound rules i

Inbound rules control the incoming traffic that's allowed to reach the instance.

Inbound rules wro

Security group rule ID Type oo Protocol Info  Portrange info Source Info Description - optional no
= urte v Anywhe... &
Custom Eo/0%
— [(anywherepva
. MYSQL/Aurora v Delete
P, & Ay oRere TPV
P 500/0 X
- - 5 v
00.00/0 X
= HTTPS v Anywhe... ¥

H

rules

c) Note: You will follow the same steps for the other 2 rules. MYSQL/Aurora and SSH. At
the end it should look like this. Image to the right. Then click the Save rules at the
bottom right.

= EC2 > SecurityGroups > sg-Oe36edféasc3sazc > Editinbound rules ol

Edit inbound rules .

Inbound rules control the incoming traffic that's allowed to reach the instance.

Inbound rules i
Security group rule ID Type info Protocol Info Portrange info Source Info Description - optional Info

HTTP v Anywhe... ¥ Delete

0.000/0 X
saumuors v e
-0 0.00/0 X

ssH v Anywhe... ¥

—

10



Step 8

Getting to the EC2 page. Click on the Instance on the left.

L8 ® @  Unitedstates (. vigino) v

© 2 > v I
EC2 < Instances i @ connect 12 ) (nstancestate v ) (" actions v Launch instances | ¥
Saved fiter sets
Dashboard | choose fitterset ¥ | | Q. Filter instance by attribute or tag (case-sensitive) | 1 @
AWS Global View 12
e Nmed v | instanceid | instancastats v | istancatypa v | Statuscheck | AvaiablityZzone © | PublicievaoNs v | PubliciPvé.. v | mastice v | ive

¥ Instances
No instances

You do not have any instances in this region
Tnstance Types

Launch instances

Launch Templates

Spot Requests

Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations

Capacity Manager New -

Allinstances 8 v

v Images

AMis

e Instance alarm states Service health Health events affe

. tarm EC2 service status Open events Upcoming events
v Elastic Block Store in o P peoming
@ None @ operating normally @ None © None
Volumes
seaplicts View in CloudWatch 12 View Service Health Dashboard 22 View AWS Health Dashboard (2

Lifecycle Manager

¥ Network & Security
Security Groups
Elastic IPs

Placement Groups
Key Pairs

Network Interfaces hd v




Creating an EC2 instance
Step 9

To create an EC2 instance click “Launch instance” in the top right.

© 2 > wnstances

EC2 < Instances o

Saved fitter sets

Dashboard Choose filter set ¥

| Q@ Fitter instance by attribute or tag (case-sensitive) |
AWS Global View 12

Name® v | instanceiD | instancestste v | instancetype v | Statuscheck | AvailabilityZone ¥ | Public IPv4 DNS v | PubliciPva... v

Eastce v | eve

Events

¥ Instances
No instances
Instances You do not have any Instances In this region

Instance Types
Launch Templates

Spot Requests <

Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations

Capacity Manager New -

Allinstances 8| v
v Images

AMIs

Instance alarm states Service health Health events affecting EC2 instances

AMI Catalog

In alarm

@ None

EC2 service status
@ operating normally

Open events Upcoming events
@ None @ None

v Elastic Block Store

Volumes

Snapshots

View In CloudWatch (2 View Service Health Dashboard (2 View AWS Health Dashboard 12

Lifecycle Manager
¥ Network & Security
Security Groups

Elastic IPs

Placement Groups

Key Pairs

Network Interfaces d >

Step 10

Give the server a name. Helpful if you pick one that is relevant to its purpose.

L4 o0 @

United States (N,

= EC2 > instances > Launchaninstance o=

Launch an instance

v Summary
Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by following the simple steps below.

Number of instances | Info

Name and tags i 3

Name

Software Image (AMI)
Amazon Linux 2023 AMI 2023.12....
ami-081b06eac00DAfS3

(o8 Add additional tags

Virtual server type (instance type)
v Application and OS Images (Amazon Machine Image) i .m0
An AMI contains the operating system, application server, and applications for your instance. If you don't see a suitable AMI below, use the search field or choose
Browse more AMIs.

Firewall (security group)
New security group

Storage (volumes)
1 volume(s) - 8 GIB

| Q search our full catalog including 1000s of application and OS images

Recents My AMIs Quick Start
e T
you get 750 hours per month of t2.micro Instance usage
‘Amazon macos Ubuntu Windows Red Hat SUSE Linux Debian (or t3.micro where t2.micro isn't available) when used
Linux with free tier AMIs, 750 hours per month of public IPv4
Browsemare Altis ‘address usage, 30 GIB of EBS storage, 2 million 1/Os, 1 GB
- C Including AMIs from of snapshots, and 100 GB of bandwidth to the internet.
aws = BlGbinty || B nicosot || @ meavie suse g o il e e i s
. & tier allowance. Charges may apply depending on your

account’s free tier status.
Amazon Machine Image (AMI)

Amazon Linux 2025 kernel-6.18 AMI
(64-bit (x86),
ENA enabled: true

Tef (64-bit (Arm), uefi)

tualization: hvm

Root device type: ebs

Free tier eligible

Description

Amazon Linux 2023 (kemel-6.18) Is a modern, general purpose Linux-based OS that will be supported until June 2025. It s optimized for AWS and designed to

provide a table and

Amazon Linux 2023 AMI 2023.12.20260851.0 x86_64 HVM kernel-6.18

to develop and run your cloud applications.

Cancel Launch instance

G2 Preview code

12



Step 11

To make 2 or more EC2 instances that have the same configuration. On the right, right under

“Summary” you can select how many to create.

EC2 > Instances > Launchaninstance

Launch an instance

Amazon EC2 allows you to create virtual machines, o Instances, that run on the AWS Cloud. Quickly get started by following the simple steps below.

Name and tags o

Name

(. my web server

Add additional tags

v Application and OS Images (Amazon Machine Image) i

An AMI contalns the operating system, application server, and applications for your Instance. If you don't see a sultable AMI below, use the search field or choose

Browse more AMIs.

| @ search our full catalog including 10005 of application and OS images

v Summary

Number of instances |_Info

1

Software Image (AMI)
Amazon Linux 2023 AMI 2023.12...read more
mi-081b0a6eac00bafs3

Virtual server type (instance type)
t3.micro

Firewall (security group)
New securlty group

Storage (volumes)
1 volume(s) - 8 GI8

Recents My AMIs Quick Start
Free tier: In your first year of opening an AWS account,
(0] i i f
You get 750 hours per month of t2.micro Instance usage
Amazon macos. Ubuntu Windows || RedHat || SUSELinux || Deblan (or t3.micro where t2.micro isn't available) when used
Linux . o with free tier AMIs, 750 hours per month of public IPv4
P Henee more o address usage, 30 GIB of EBS storage, 2 million 1/Os, 1 GB
aw: s T Including AMis from of snapshots, and 100 GB of bandwidth to the Intenet.
3 L Bl binty || B Microsoft || @@ ReaHat © AWS, Marketplace and
Mac suse debian e et Data transfer charges are not included as part of the free
tier allowance. Charges may apply depending on your
account’s free ter status.
Amazon Machine Image (AMI)
Amazon Linux 2025 kernel-6.18 AMI Free tier eligible
453 (64-bit (x86), /ami-079 Tef (64-bit (Arm) uefi) v
|| Virtustization: hum  ENA enabled: true  Root device type: ebs Zoneth T
Description G2 Preview code

Amazon Linux 2023 (kerel-6.18) Is a modern, general purpose Linux-based OS that will be supported until June 2029, It s optimized for AWS and designed to
provide a secure, stable and high-performance execution environment to develop and run your cloud applications.

Amazon Linux 2023 AMI 2023.12.20260851.0 x86_64 HVM kernel-6.18

Step 12

Create a key pair. Click on “Create new key pair”. This authenticates the SSH login.

Note: This step will pop up a download page for the privet key “.pem”. Write down or
remember where you put it, we will need it later.

EC2 > Instances > Launch an instance

On-Demand Win

On-Demand SUSE base pricing: 0.0104 USD per Hour  On-D

base pricing: 0.0196 USD per Hour On

Demand Ubuntu Pro base pricing: 0.0139 USD per Hour
RHEL base pricing: 0.0392 USD per Hour

Compare instance types

Additional costs apply for AMIs with pre-installed software

v Key pair (login)

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch the instance.

Key pair name - required

Select

v Network settings i

Network | nfo
Vpe-075232aaf657c6e2d

Subnet | info

No preference (Default subnet in any avalability zone)
Auto-assign public IP | info

Enable

Additional charges apply when outside offree tir allowance

Firewall (security groups) | Info

Asecurity group is a set of irewall rules that control the traffic for your Instance. Add rules to allow

v E Create new key p: I

(0 cratesecurty growp

We'll create a new security group called launch-wizard-1" with the following rules:

Allow SSH traffic from
Helps you connect to your instance

") Allow HTTPS traffic from the Internet

fictraffic to reach your instance
Select existing security group

Anywhere 5

0000/0

To set up an endpoint, for example when creating a web server

") Allow HTTP traffic from the internet

To set up an endpoint, for example when creating a web server

v Summary

Number of instances | Info

(1

Software Image (AMI)
Amazon Linux 2025 AMI 2023.12....read more
ami-081b0aGeaco0bafs3

Virtual server type (instance type)
t3.micro

Firewall (security group)
New security group

Storage (volumes)
1 volume(s) - 8 68

@ Free tier: In your first year of opening an AWS account,
you get 750 hours per month of t2.micro instance usage
(or t3.micro where t2.micro isn't available) when used
with free tier AMIs, 750 hours per month of public IPva
address usage, 30 GIB of EBS storage, 2 million 1/0s, 1 GB
of snapshots, and 100 GB of bandwidth to the internet.
Data transfer charges are not included as part of the free
tier allowance. Charges may apply depending on your
account’s free tier status.

cancel Launch instance

G2 Preview code

13



Step 13

For the networking you want to make sure the “Auto-assign public IP” is enabled.

* Note: The IP address is auto assigned when launched. A new IP is created if the instance
is stopped and then re-started.

@ Ask Amazon Q irginia) ¥

EC2 > Instances > Launch an instance ®

v Summary

Number of instar Info
v Network settings i umber of instances |

3

Network | Info
Vpc-075252aaf657c6e2d Software Image (AMI)

Subnet | Info Amazon Linux 2023 AMI 2023.12...read more
ami-081b0aGeac00b4fS3

Nopr subnet in any
Virtual server type (instance type)
t3.micro

Additional charges apply when outside of free ter allowance Firewall (security group)

Firewall (security groups) | Info New security group

A security group s et of firewall rules that control the T —.
Storage (volumes)
[ O Create security group ] Select existing security group 1 volume(s) - 8 Gig
Wel create a new security group called ‘launch-wizard-1 with the following rules:
Or + 1n your first year of opening an AW: n X
T i ree tier: In your first year of opening an AWS account,
Helps you connect to your instance A v you get 750 hours per month of t2.micro instance usage
S (or t3.micro where t2.micro Isn't avallable) when used
] Allow HTTPS traffic from the Internet with free tier AMIs, 750 hours per month of public IPv4
To set up an endpoint,for example when creating a web server address usage, 30 GIB of EBS storage, 2 million 1/0s, 1 GB

of snapshots, and 100 GB of bandwidth to the Internet.
Data transfer charges are not included as part of the free
tier allowance. Charges may apply depending on your
account’s free tier status.

"] Allow HTTP traffic from the internet
To set up an endpolnt, for example when creating a web server

£\ Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting security group rules to allow access from X
known IP addresses only.

cancel Launch instance

Preview code

v Configure storage i Advanced

(s ai [ gps v | Root volume, 3000 10PS, Not encrypted

Next you want to make sure that you select “existing security group”.

* In the drop down menu, select the security group that you made earlier.

@ Ask Amazon Q United Stat

= EC2 > instances > Launchan instance o RN &

v Summary

v Network settings i Number of instances | Info

1

Network | Info

Vpc-075252aaf657c6e2d T —

Subnet | Info Amazon Linux 2023 AMI 2023.12...read more
ami-081b0aGeac00b4fS3

No preference (Default subnet in any availability zone)

Auto-assign public P | info Virtual server type (instance type)

t3.micro

Enable

Additional charges apply when outside o free tir allowance Firewall (security group)
default

Firewall (security groups) | Ino
A security group i a set offirewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your Instance.

Storage (volumes)
FRERT— [ O Suas wiiing secrity 3000 pstssipsy

‘Common security groups | Info

@ Freetier: In your first year of opening an AWS account, X
You get 750 hours per month of t2.micro Instance usage
(or t3.micro where t2.micro Isn't avallable) when used
with free tier AMIs, 750 hours per month of public IPva

Select security groups v | |G compare security group rutes

default sg-Oe3d6edfeasc3sazc X
VPC. vpe-07525202f657c6e2d

Ecurity groups that you ada of remove here will De adaed to "1l YOUr NETWOTK Intertaces. address u=age, 30 1B of EBS stoeace, 2 million /0=, 1 €8
dahllsiin . = : of snapshots, and 100 GB of bandwidth to the Intemet.
Data transfer charges are not included as part of the free
tier allowance. Charges may apply depending on your
v Configure storage o r— account's free tier status.
x| s GiB | gp3 v | Root volume, 3000 IOPS, Not encrypted
cancel Launch instance
[ @ Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage 5% ] G2 Preview code

Add new volume
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Step 14

Leave everything else as the default settings and click on “Launch instance” in the bottom right

corner.

EC2 > Instances > Launch an instance on

Create security group [ © Select existing securtty group J -
v Summary

Common security groups | Info

Number of instances | Info
Select security groups v G Compare security group rules »
1
default sg-Oe346edf6a3c35a2c X
VPC: vpc-075232aaf657c6e2d
Software Image (AMI)
/Amazon Linux 2023 AMI 2023.12....read more
ami-081b036eac00B4FS3
. Virtual server type (instance type)
v Configure storage i Advanced S
(g o8 [ gp3 v | Root volume, 3000 0P, Not encrypted irewall (acarity grous)
L8 default
Storage (volumes)
@ Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage X 1 volume(s) - 8 GIB.

Add new volume @ Free tier: In your first year of opening an AWS account, X

you get 750 hours per month of t2.micro instance usage
(or t3.micro where t2.micro Isn't available) when used
‘with free tier AMIs, 750 hours per month of public IPv4
address usage, 30 GIB of EBS storage, 2 million I/Os, 1 GB
of snapshots, and 100 GB of bandwidth to the intemet.
File systems Data transfer charges are not included as part of the free
tier allowance. Charges may apply depending on your
| account's free tier status.

@ click refresh to view backup information C
The tags that you assign determine whether the Instance will be backed up by any Data Lifecycle Manager policies.

53 Files - new | eFs

) Fsx | [o None ]
Cancel Launch instance

Preview code

» Advanced details 1o

Step 15

Then you will need to make sure you get 3/3 checks passed. This shows that the instances are
checked and running properly.

e EC2 > Instances

EC2 < Instances (1/1) o @ (comnect 2°) (Cimstance state v ) (Cactions v ) (JEURERInEnceal] I
Dashboard [ choose fitterset ¥ | [ Q. Fitter instance by attribute or tag (case-sensitive) | 1 5]
AWS Global View 2
el Name & v | instance D Instancestate ¥ | Instancetype ¥ | Status check | Availability Zone ¥ | Public IPv4 DNS v | PublictPva... v | ElasticIP v | 1pve
¥ Instances [ Database 1-0c9319dc88d0f4514 I @ Running @ @ I 5.micro @ 3/5 checks passe. |uyeasm< c2-52-91-171-9.com.... 52911719 = .
Instances < y
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
Capacity Manager New = <
i-0c9319dc88d0f4514 (Database) ® v
¥ Images
AMis : s . :
Details | Statusandalarms | Monitoring | Security = Networking | Storage | Tags
AMI Catalog
v Elastic Block Store v Instance summary into
Volumes Instance ID Public IPv4 address Private IPv4 addresses
Snapshots I -0c9319dc88d0f4514 101 52.91.171.9 | open address 12 0 17231.21153
Hfscydle Manager 1PV6 address Instance state Public DNS
v Network & Security - @ Running 1) ec2-52-91-171-9.compute-1.amazonaws.com | open address 12
Security Groups Hostname type Private IP DNS name (IPv4 only)
Elastic IPs IP name: ip-172-31-21-133.ec2.internal @ 1p-172-31-21-133.ec2.internal
Placemént Groups Answer private resource DNS name Instance type Elastic IP addresses
Key Pairs 1Pva (A) tSmicro &
Network Interfaces » it

Note: If you did not create more than one EC2 instance, then you will need to follow the
previous steps for each EC2 instance that you need.
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Connecting to your EC2 instance via SSH.

Note: Make sure you are in the directory where you saved your .pem key. To navigate to that
directory, enter cd followed by the folder’s name.

Step 16
First we are going to secure the .pem file. To do this run “chmod 400 ~/your file.pem.

* Note: This only makes the file where user can only read and everyone else and groups
have zero access.

171w + O = Tilix: patrick@anvil:~ a = ~ oA *
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Step 17

Now we need to know what the EC2 instance IP address is. To do this, you need to go back to
AWS and click on your EC2 instance.

e EC2 > Instances

EC2

Dashboard
AWS Global View 2
Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
Capacity Manager New

v Images
AMIs
AMi Catalog

v Elastic Block Store
Volumes
Snapshots
Lifecycle Manager

¥ Network & Security
Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

Instances (1/1) info

Saved filter sets

©) Ceomect 2) (Cinstancestate v ) (Cactions v ) (iSunchinstancest] ¥

[ choosefitterset w | [ Q Filter instance by attribute or tag (case-sensitive) 1 @
Name® v | instanceiD Instancestate v | instancetype ¥ | Status check | Availability zone v |  Public IPva DNS v | PubliciPva.. v | Elastictp v | ipve
Database 1-0c9319dc88d0f4514 @ Running@ @ t3.micro @ 3/3 checks passe: £c2-52-91-171-9.com... 52.91.171.9 - -
v
0c9319dc88d0f4514 (Database) @ v
Details  Statusandalarms | Monitoring | Security = Networking | Storage = Tags

v Instance summary into
Instance D

[0 1-0¢9319dc88dofas14

1PVG address

Hostname type
1P name: ip-172-31-21-133.ec2 internal

Answer private resource DNS name
1Pva (3)

Public IPv4 address
I01 52.91.171.9 | open address 12

Instance state
@ Running

Private IP DNS name (1Pv4 only)
1T 1p-172-31-21-133.ec2.nternal

Instance type
t3.micro

Private IPv4 addresses
18 1723121133

Public DNS
8 ec2-52-91-171-5.compute-1.amazonaws.com | open address 12

Elastic IP addresses

A) Then in the middle of the screen you should see
“Public IPv4 address” the number under it is the Public IP. Copy or write that

number down.

6 4 0 @

United st

EC2

Dashboard
AWS Global View 12
Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
Capacity Manager New

v Images
AMis
AMI Catalog

v Elastic Block Store
Volumes
Snapshots
Lifecycle Manager

v Network & Security
Security Groups
Elastic IPs
Placement Groups

Key Palrs

Network Interfaces

<

e EC2 > Instances > i-0c9319dcssdofasia

Instance summary for i-0c¢9319dc88d0f4514 (Database) o

Updated less than a minute ago

Instance ID
16 1-0c9319dc8sdofas1a

1PV6 address

Hostname type
1P name: ip-172-31-21-133.ec2 nternal

Answer private resource DNS name
1Pva (A)

Auto-assigned IP address
16 52.91.171.9 [Public IP]

1AM role
MDsv2
Required

Operator

Details Status and alarms

¥ Instance details info

AmiID
5] ami-081b0a6eacoobafs3

AMI name

0] 312023-ami-2025.12.20260831.0-kernel-6.18-x86_64

Monitoring

Security

Instance state
@ Running

Private IP DNS name (IPv4 only)
15 1p-172-31-21-135.ec2.Internal

Instance type
t5.micro

veciD
15 vpc-075232af657c6e2d 12

Subnet ID
5] subnet-0bce89206285684c9 12

Instance ARN

Networking | Storage | Tags

Monitoring
disabled

Allowed image

© Coma ) Crmmmesms v ) Camioms v)

Private IPva addresses
10 17231.21.153

Public DNS
I0 ec2-52-91-171-9.compute-1.amazonaws.com | open address L2

Elastic IP addresses

AW Compute Optimizer finding
© Opt-in to AWS Compute Optimizer for recommendations. | Learn more 12

Auto Scaling Group name

Managed
false

Platform details
5 Linux/UNIX

Termination protection
Disabled

17



SSH into EC2 instance
Step 18

Now run the command “ssh -i ~/file.pem ec2-user@public IP”.

* The prompt is asking for approval, not your password. Type yes.

1 v |+ B o= Tilix: patrick@anvil:~

nap L P
mTLTUmhDb B9k yvDLh1b53 t known by any o names .

pn i T 91.171 91.171 an't be blished 9 k f print is:

want t t /LFL

Enter SSH Credentials

The authenticity of host '52.91.171.9 (52.91.171.9)'
can't be established. ED25519 key fingerprint is
SHA256:LDLOSMITOPQLE3/
mTITUMhDbIBIhYGayvDLhIbS]NLA This key is not
known by any other names. Are you sure you want to
continue connecting (yes/no/[fingerprint])?

Password:
Remember password

© cancel

Step 19
Next we need to update the system. Run command “sudo dnf upgrade -y”

After the upgrade is done your screen should look like the picture to the left.

Til: ec2-user @ip-172-3121-133:~

% @ ~ 516 PM O

9/3/26
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Installation of MariaDB
Step 20

To install MariaDB use the following command “sudo dnf install mariadb105-server”.

11 v |+ O =F Tilix: ec2-user@ip-172-31-21-133:~ a = oA x

[ec2-user@ip-172-31-21-133 ~]% sudo dnf install mariadbies-server]]

Configuration of MariaDB

Step 21
Now that it is installed we need to start it. “sudo systemctl start mariadb”
11>+ O = Tilix: ec2-user@ip-172-31-21-133:~ aQ =

o systemctl start mariadb
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Step 22

Next we enable mariadb. “sudo systemctl enable mariadb”

10w+ O = Tilix: ec2-user@ip-172-31-21-133:~ a = ~ A x

sudo systemctl enable mariadb

e /sy
ip-172-31-21-133 ~1% I

Step 23

Now we need to make sure that mariadb is up and running. To do that we will use the command.
“sudo systemctl status mariadb”

171 v |+ O =2 Tilix: ec2-user@ip-172-31-21-133:~ a = v oA X

anvill ~ o~ X

2-31-21-133 ~]$ sudo systemctl status mariadb
v - MariaDB 1i database server
loaded (/usr/lib/systemd/system/mariadb.service; e ed; pre : disabled)
active (running) since Thu 9-03 22:37:54 UTH
m mariadbd(8)
htips://mariadb.com/kb/en/library/systemd/
38922 (mariadbd)
your SQL requests now..."
1059)

544ms
/system.sl /mariadb.serv
[

ip-172-31-21-133.
ip-172-31-21-133.
ip-172-31-21-133.
ip-172-31-21-133.
ip-172-31-21-133.
ip-172-31-21-133.
ip-172-31-21-133.
ip-172-31-21-133.
ip-172-31-21-133.
ip-172-31-21-133.

internal mariadb-prepare-db-dir[308878]: The second is mysql@localhost, it has no password either, but
mariadb-prepare-db-dir[30878]: you need to be the system 'mysql' user to connect
db-dir[30878]: ATL 3 if you would need to be
i able to th a password and without sudo
/mariadb.com/kb
nariadb.org/jira
riaDB is available at http /mariadb.or
and vibrant commun
https://mariadb.o
systemd[1]: Started mariadb. s - MariaDB 1

NNNNRNNNRNNN
[NENENENENENENENENG Y]
NNNNRNNNRNNN

S
S
S
S
S
IS
S
S
S
S
1
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Step 24

Now to secure your MariaDB install. “sudo mysql_secure_installation”

11 v |+ @ &= Tilix: ec2-user@ip-172-31-21-133:~

anvill

[ec2-user@ip-172-31-21-133 ~]% sudo mysgl_secure_installationf]

Accessing MariaDB
Step 25

Now to access Mariadb server need to run command “sudo mariadb” When you see:

“MariaDB [(none)]>" you know that you are inside the mariadb.

[ec2-user@ip-172-31-21-133 ~]% sudo mariadb

Welcome to the MariaDB monitor. Commands end with ; or \g.

Your MariaDB connection id is 4

Server version: 10.5.29-MariaDB MariaDB Server

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

MariaDB [(n

21



Creating The Database
Step 26

Now we are going to create the database for SeedDMS. For this run the command: “CREATE
DATABASE seeddms; Verify that it is there with the command:
“SHOW databases”

You can see in the image that seeddms is at the bottom of the list.

LPATE EE S ¢ Tilix: ec2-user@ip-172-31-21-133:~ a = ~ o~ 0%

Type ‘help;® or *\h* for help. Type '\c' to clear the current input statement.

MariaDB [(none)]> clear

> CREATE DATABASE seeddms;
Query OK, 1 row arfected (U.Uuu sec)

MariaDB [(none)]> SHOW database;
ERROR 1064 ( You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the right syntax to use ne
r atabase' at line 1
e)]> SHOW databases;

4 rows in set (0.002 sec)

mariabB [(none)]> |

Step 27
Next, we need to do for the database is to create the user.

“CREATE USER ‘newuser’@’%’ IDENTIFIED BY ‘user_password’;”

101 -+ @ = Tilix: ec2-user@ip-172-31-21-133:~ a

1l
X

MariaDB [(none)]> CREATE USER 'seeddmsuser'@ IDENTIFIED BY 'Fullsailll';
Query oK, ©

MariaDB [(none)l> []




Step 28
Last thing we need to do is set privileges and save. Set privileges:

“GRANT ALL PRIVILEGES ON database_name.* TO 'databaseuser'@'%’WITH
GRANT OPTION;

Save: “FLUSH PRIVILEGES”

11+ O = Tilix: ec2-user@ip-172-31-21-133:~ Q

MariaDB [(none)]> GRANT ALL PRIVILEGES ON seeddms.* TO 'seeddmsuse * WITH GRANT OPTION;
Query 0K, 0 rows affected (0.001 sec)

MariaDB [(none)]> FLUSH PRIVILEGES;
Query 0K, 0 rows affected (0.000 sec)

MariaDB [(none)l> []
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Configuration of the SeedDMS Application Server

Connecting to the EC2 Instance

Step 29
Now just like last time we have to ssh into the EC2 instance. Now run the command
“ssh -i ~/file.pem ec2-user@public IP”.

This prompt is asking for approval, not your password. Type yes.

11~ |+ @ = Tilix: ec2-user@ip-172-21-25-111:~ (=% =] ~ ~

zon-linux-2023

Sep 6 15:02:10 2026 from 8.40.186.164
31-25-111 ~1%
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Apache installation
Step 30
First part of a LAMP stack is installing Apache: “sudo dnf install httpd.X86_64 -y”

1y + B = Tilix: ec2-user @ip-172-31-25-111:~ Q

p-172-31-25-111 ~]$ sudo dnf install httpd.x86_64 -y
tadata expiration che: 08 on Sun Sep 6 15
pependencies resolved

version

N

68-1.amzn2023.0. amazonlinux
Installing dependencies
apr amazonlinux

amazonl inux

amazonl inux

amazonl inux

amazonl inux

amazonl inux

.0, amazonl inux

9-4.amzn2023 amazonlinux
+49-3.amzn. .0, amazonlinux

apr-util
apr-util-lndb
generic-logos-httpd
httpd-co
httpd-filesysten

Libbrotli
mailcap

MRS

.5-1.amzn2023 amazonlinux
42-1.amzn, .0, amazonlinux
.68-1.amzn, .0. amazonlinux

mod_http
mod_Lua

[T

ransaction Summary
Install 13 Pa
otal download

kages
. -1.amzn2023.
r-util-lmdb-1.6.5-1.amzn2023
1-1.6.5-1.amzn2023.
r-util-openssl-1
-1

[ g

: mailcap-2.1.49-3.amzn2023
mod_http2-2.0.42-1.amzn

+ mod_lua-: 68-1.amzn2023

Step 31
Now we have to start up Apache, use this command.“sudo systemctl start httpd.service”

After that you will want to check and make sure it is up and running, you can do the with the
following command “sudo systemctl status httpd.service

1y + 0= Tilix: ec2-user@ip-172-31-25-111:~ a = v oA X

anvil ~ ~ X

111 ~1$ sudo systemctl start httpd.servis
111 ~1$ sudo systemctl status httpd.servic
ttpd.service - The Apache HTTP Server
Loaded: loaded (/usr/lib/syst ¥ .service; disabled; preset: disabled)
Acti active (running) sin 15:24 UTC; 16s o
httpd.service(s)
Main PID
Status
177 (limit
13.7M

73ms
/system.slice/httpd.servic

115:24 ip-172-31-25
5:24 ip-172-31-:
p-172-31-25-111 ~]1$ sudo sys

/systemd/sys
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Step 32

Check in the browser to confirm that it can connect. To do so open your browser and enter:
http://IP

* now for the IP you will want to enter the public IP of your EC2 instance.

<« C A M Anots 244.247 % © {9 % © D = F : - @ X

ops 22 [ Fullsailone [ Paw ab @ AmazonWebSer.. [ WebDevelopme.. [ Scapelift (@ ChatGPT in Feed | Linkedin B Linkedin Learnin.. 7 CVS » YouTube @B QuickStart Guid. » [ AllBookmarks
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Installation of PHP
Step 33

Now we are going to install PHP. This command is a long one so make sure it typed out right,
otherwise you will get an error.

“sudo dnf install php php-gd php-mbstring php-xml php-json php-mysqlnd php-zip -y”

1y + OB Tilix: ec2-user@ip-172-31-25-111:~ Q = v oA X

@lp-172-31-25-111 ~]$ sudo dnf tnstall php php-gd php-mbstring php-xml php-json php-mysqlnd php-zip -y

27



Installation and Configuration of SeedDMS

Step 34

Now it is time to download and configure SeedDMS. Command:

“sudo wget https://sourceforge.net/projects/seeddms/files/seeddms-6.0.34/seeddms-
quickstart-6.0.34.tar.gz”

1 v |+

anvill ~

HTTP request sen
Location: http

41 -
3fybJ r FMxDNHMIPT
downloads.sourt

equest sent, awaitin
: https://psychz

After words us “Is” to make sure the correct file is there.

ojects/s
18.13.149, 104.
.18.13.149]:443.
manently
s/seeddns/files/seeddns-
i net/projects/seeddns
443,

cts/seeddns/files/seeddns-

projects/seeddns
43.

4
Found
/project/seeddms/s
ror=psychzar= [folloi
ps://dounloads. sourcefo
AMI _hWAPT D&us!
(downloads. sour
{downloads. sour
Found

/project/seeddms/seeddns

net/project/seeddms/seeddns-6.0.34/seeddms-quickstart-6

Tilix: ec2-user@ip-172-31-25-111:~

34/seeddns-qu
es/seeddns-

4/seeddms -

eddms/seeddms-|

4/seeddms -

87.241.

191
1.191]:443. ..

les/seeddms -
347 seeduins=qut
6812:¢95,

quickstart-6.0.34. t; JAAAAABQNYNCKU4M1AZXb]KQPW7981EOdM_ZcSF6aLS7dIsoQfMhUGWLsSh7PATN_23fybIrF

6.0.34/seeddns—quickstart JAAAAABQNYnCKU4M1, jKQPW7981EOdm_ZcSF6aLS7dIsoQfMhUGHLss

4.18.13.149,
. conn

quickstart- viasf=16T1d=1649886 e e&e=178879! 64IrY3W4ygdALYOkA [followi

.ta viasf=1&f1d=1649886f e=17887" &s t=auMal641rY3wdygd

connected.
36.36M

25.6MB/s in 1.4s

* saved [38124941/38124941]

Step 35

Now that we have the SeedDMS zip file we need to extract it. Use the command:

“tar -xzvf seeddms-quickstart-6.0.34.tar.gz” After the extraction finishes run “l

root
rec2-user

file. It should look like the image on the right

38124941 Jul 31
99 Jul 30 2025 s

-1” to see the



Step 36

After extracting seeddms archive need to verify that the are all there Run: “Is seeddms60x”

171~ |+ O = Tilix: ec2-user@ip-172-31-25-111:~ a =

Step 37
Now that we have the files we need to move them to Apache root directory by running:

“sudo mv seeddms60x/* /var/www/html/”

v+ R Tilix: ec2-user@ip-172-31-25-111:~ a =
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Step 38

Next we need to move to that directory to verify the files are there. Do that with the command:
“cd /var/www/html” After your in the html directory run:”Is to see the files have moved.

171 v |+ [N Tilix: ec2-user@ip-172-31-25-111:/var/www/html Q = v A x

var/www/html
s

34 www

Step 39

EPATE SE I Tilix: ec2-user@ip-172-31-25-111:/var /wmw/ html el =5

Now that we can see the files are there we need to give owner ship to Apache. Run: “sudo
chown -R apache:apache /var/www/html/*”

30



SeedDMS Installation Tool

Step 40

Now in order to be able to access the web based installation tool we need to put the tool in the
file. First step is to move to the configuration directory.

Run: “cd conf/”
note: if you are not in the html directory you will need to run: “cd /var/www/html/conf/”

Now that we are in the configuration file we need to crate the installation tool running the
following command will create the file needed. “sudo touch ENABLE_INSTALL_TOOL”

1y + 0= Tilix: ec2-user @ip-172-31-25-111:/varfwww/htmi/conf

h ENABLE_INSTALL_TOOL

31



Step 41

Now that we have the all the files and configuration done we need to restart Apache for it to all
take affect. Run: “sudo systemctl restart httpd”

v+ =R Tilix: ec2-user @ip-172-31-25-111:/var/wwwhtmi/conf =%

anvill ~

5-111 confl$ sudo systemctl restart httpd
5-111 confl$

Step 42

Now that the server has restarted we will go to the browser to configure the website side. If you
still have the browser up just refresh the page. If not that is fine. Just go to
http://public-IP/seeddms/install in the browser. You want to get to the page the is to the right.
And then click “Start installation”

¢ A m stins 3 ) 2 A T A o> D = F

[ FullSail One [ PatrickHomeLab @ Amazon Web Ser... [) Web Developme. [ scapelift @ ChatGPT in Feed | Linkedin ® LinkedIn Learnin. T cvs » YouTube @B QuickStart Guid.. » 3 All Bookmarks

Recent Uploads

5 SeedDMS
ScedDMS Installation for version 6.0.34
Welcome to the installation of SeedDMS

Before you start to install SeedDMS make sure you have created a file
'ENABLE_INSTALL TOOL' in your configuration directory. otherwise the installation will
not work. On Unix-System this can casily be done with "touch

conENABLE_INSTALL_TOOL". After you hav d the installation dele

SeedDMS has very minimal requirements. You will need a mysql database or s
and a php enabled web server. The pear package Log has to be installed too. Fo
full text search, you will also stal isc where it c
found by php. For the WebD. the

path to it can later be set during i

ed on dis c it can be
HTTP_WebDAV_Server. The

llation.

If you like to cr before you start installation, then just create it manually
with your favori optionally creaté a datab: ith access on the database and
import one of th s dumps in the confi cctory. The installation script can
do that for you as well, but it will need databa th sufficient rights to create
databases.

Start installation
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After clicking “Start installation” you should be at this page.

SeedDMS Installation for version 6.0.34

Server settings

Root directory:
Hitp Root:

Content directory:

Directory for full text index:
Directory for partial uploads:
Cache directory:

Extra PHP include Path:
Database settings

Database Type:
Server name:
Database:
Usemane:
Password:

Create database tables:

Ivarfwwwihtmlwww/

Iseeddms/

Ivariwwwihtml/data/

Ivariwwwihtml/data/lucene/

Ivarlwwwintmildata/staging/

Ivariwwwihtml/data/cache/

mysal

172.31.25.111

Database

seeddmsuser

Apply

Step 43

Next need to go back to AWS and click on your Database. Here we need to copy the Privet IP

© o2 > nstances > ioasT35060419cBdc2

EC2 <

Dashboard
AWS Global View 12
Events

v Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
Capacity Manager New

v Images
AMis
AMI Catalog

v Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

v Network & Security
Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

Instance summary for i-04513506e419¢8dc2 (SeedDMS) 1o

Updated about 1 hour ago

Instance ID
10 1-04513506e419c8dc2

1PV6 address
Hostname type
1P name: Ip-172-31-25-111.ec2nternal

Answer private resource DNS name
1Pva (A)

Auto-assigned IP address
[0 52.207.244.247 [Public IP]

1AM role

MDSV2
Required

Operator

Details Status and alarms

Monitoring

v Instance details into
AMI ID
15} ami-081b0a6eacoobafs3

AMI name
15 312023-ami-2023.12.20260831.0-kernel-6.18-x86_64

Security

Public IPv4 address
10 52.207.244.247 | open address 12

Instance state
@Running

Private IP DNS name (IPv4 only)
I3 ip-172-31-25-111.ec2.internal

Instance type
t5.micro

veciD
10 vpc-075232aaf657c6e2d 12

Subnet 1D
ID) subnet-Obce89206285684¢9 L2

Instance ARN

(=}

Networking = Storage | Tags

Monitoring
disabled

Allowed image

5

@ Gomee ) Crtoee s ) Coevors +)

Public DNs

(s} 7.compute-1 | open address 12

Elastic IP addresses

AWS Compute Optimizer finding
© optin to AWS Compute Optimizer for recommendations. | Learn more 2

Auto Scaling Group name

Managed
false

Platform details
T8 Linux/UNIX

Ten
Disabled

ion protection
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Step 44
Back at the installation web page we need fill some of this out.
Extra PHP include Path: needs to be: /var/www/html/pear/
Database Type: needs to be: mysql
Server Name: This is the privet IP of your database that we just saved.
Database: is the name of your database.

Then username and password

Create database tables: Check mark on this ONLY for the first application server. Click

apply

SeedDMS Installation for version 6.0.34

Server settings

Root directory:

Hitp Root:

Content directory:

Directory for fulltext index: | /Varwwwihtmildata/lucene/

Directory for partal uploads:  Varwwwihimildataistaging/

Cache directory: Ivarlwwwintmildata/cache/

Extra PHP include Path:

Database settings

Database Type: mysql )
Server name: 172.31.25.111

Database: Database —_
Usemane: seeddmsuser

Password:

Create database tables: g
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Step 45

At this time you should be at this page to the right. Here we are going to delete the installation
tool.

SeedDMS Installation for version 6.0.34

Your current database schema has version 6.0.0. Please run all (if any)
of the update scripts below i the listed order.

The installation has been successfully completed.

In order to use SeedDMS, you must delete the file ENABLE_INSTALL_TOOL in the configuration directory

IDewsie e ENABLE_INSTALL_TOOL if possible I

Configure more settings. Default login: admin/admin

Step 46
Next we are going to go into the application and configure a little in there.

Note: The default login is admin/admin

SeedDMS Installation for version 6.0.34

File ENABLE_INSTALL_TOOL was deleted. You can now log into SeedDMS and do further configuration.

[Eonfigure more settings. Default login: admin/admin]
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Step 47

The only thing that we need to do is change the name of the site. When choosing a name it is
good to pick one the is relevant to its job also if you know you are going to make multiple one, to
put a number convention in the name.

Prime Directive Technologies_WS1 dar  Admin tools

Admin tools  Users/Groups management ~  Definitions ~  Backup/Logging ~  Misc ~
Settings

Display settings.

Site Name Prime Directive Technologies_WS1

Foot Note SeedDMS free document management system - www.seeddms.org
Print Disclaimer

Available languages

Default language English (GB)
Date format
Date/Time format

Default theme bootstrap4

Override theme

One page mode

<]

Width of preview images (list) 40

Width of preview images (menu
list)

Width of preview images
(dropfolder list)

Width of preview images (detail) 100

Action when clicking on
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Launching 2 additional EC2 instances from the AMI

Step 48

The first thing is to select the EC2 instance the you want to use. Next you can either click
Actions in the top right, or you can right click on the instance (both option will work the same
way). In the drop down menu scroll down to image and templates, the in the next menu select
Create Image.

© 2 > instances

EC2

Dashboard
AWS Global View (2
Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
Capacity Manager New

v Images
AMis

AMI Catalog

¥ Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

¥ Network & Security
Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

CIEIE
istances (1/2) © Come @ e
Saved ftter sets
| choose fitter set w Q Filter Instance by attribute or tag (case-sensitive) 1 @
8 | Namegp v | instancein | instancestate v | instancetype ¥ | status check Availability Zone ¥ | Public IPva DNS v | PubliciPva.. v
()  patabase 1-0c9319dc88d0fa514 O stopped @ @ t3.micro - us-east-1c - -
(B seesorsa L045T3506ea 18 A~ A A O 3o 2 us-east-1c = -
Launch instances
T >
Launch Instance from template
Migrate a server
Start instance
i-04513506e419c8dc2 (SeedDMS-1) @ v
Terminate (delete) instance
Details Status and alarms M instance Gingnostics letworking Storage | Tags
Instance settings -
¥ Instance summary info
Networking -
Instance 1D b address Private IPv4 addresses
5] 1-04513506419c8dc2 Security - B 1723125111
1PV6 address I fimage and templatas >)[ creste image ) | Public DNS
- Storage > Create template from Instance -
Hostname type Monitor and troubleshoot s L@unch more ke this
1P name: Ip-172-31-25-111.ec2.internal " T 2-31-25-111 ecznternal

Answer private resource DNS name
1Pva (A

Instance type
t3.micro

Elastic IP addresses
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Step 49

You will want to name the instance the same as the first one but change what number server it is.

EC2 > Instances > 1-04513506e419cBdc2 > Createimage

Create image i

An image (also referred to as an AMI) defines the programs and settings that are applied when you launch an EC2 instance. You can create an image from the configuration of an existing instance.

Image details

Instance ID
[0 1-04513506e419c8dc2 (SeedDMS-1)

Image name /

Enter image name

Maximum 127 characters. Can't be modified after

Image description - optional

Image description
Maximum 255 characters

Reboot instance
When selected, Amazon EC2 reboots

ce So that data is at rest when snapshots of the attached volumes are taken. This ensures data consistency.

Instance volumes

Storage type Device snapshot size Volume type 10ps Throughput Delete on Encrypted
termination

Enable

Add volume

[ @ During the image creation process, Amazon EC2 creates a snapshot of each of the above volumes. J

Tags - optional
Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs

[ © Tagimage and snapshots together ] | © Tagimage and snapshots separately =

Step 50

Next you can give it a description if you want, but it is not necessary. The last thing is to click
Create Image at the bottom right.

EC2 > Instances ) i-04513506e419c8dc2 > Create image =
. J F

Maximum 127 characters. Can't be modified after creation.
Image description - optional —

Image description
Maximum 255 characters
Reboot instance
When selected, Amazon EC2 reboots the instance so that data is at rest when snapshots of the attached volumes are taken. This ensures data consistency.
Instance volumes
storage type Device snapshot size Volume type 10ps Throughput Delete on Encrypted

termination
e Enable
Add volume

[ @® During the image creation process, Amazon EC2 creates a snapshot of each of the above volumes. J
Tags - optional
Atag is a label that you assign to an AWS resource. Each tag consists of  key and an optional value. You can use tags to search and filter your resources or track your AWS costs

© Tag image and snapshots together Tag image and snapshots separately

Tag the image and the snapshots with the same tag Teg the image and the snapshots with different tags
No tags assoclated with the resource,
Add new tag
You can add up to 50 more tags.
cancel Create image
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Step 51

To see the AMI that you just created, need to go to AMI. In the menu on the lift scroll down to

aws

© =2 > mstances

EC2

Dashboard
AWS Global View 12

Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations

Capacity Manager New
v Image:/
AMIs
AMI Catalog

v Elastic Block Store

Volumes
Snapshots

Lifecycle Manager

v Network & Security
Security Groups
Elastic IPs.
Placement Groups

Key Palrs

AmIL

Instances (2) e

Saved filter sets

where it say AMI

©

| choose fitter set w

Q Filter Instance by attribute or tag (case-sensitive)

Instance alarm states

In alarm

@ none

View in CloudWatch 12

Name & v | instance ID | instancestate v | Instancetype ¥ Status check |
[J  Database 1-0c9319dc8sdofas14 © stopped @ @ t3.micro -
[J  seeddms-1 1-04513506e419c8dc2 © stopped @ @ t3.micro =
.
All instances

Service health

EC2 service status
@ operating normally

View Service Health Dashboard 12

Step 52

Connect 12!

Cancasiate v ) (actions

Availability Zone ¥ |  Public IPv4 DNS v
us-east-1c - -

us-east-1c = =

Health events affecting EC2 instances

Opan events
@nNone

Upco

@None

View AWS Health Dashboard 12

PublicIPva... ¥ |

The page you will see the AMI that you created. Select the instance,. Then in the top right click:

© > s

EC2 <

Dashboard
AWS Global View 12

Events

<

Instances

Instances

Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations

Capacity Manager

v Images
Amis

AMI Catalog

<

Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

¥ Network & Security
Security Groups
Elastic IPs
Placement Groups.
Key Pairs

Network Interfaces

Launch instance from AMI

Amazon Machine Images (AMIs) (1/1) o

@ | unites

©) (@ reareinsin) (@ eca mage sutaer ) (actiors v ) (SRS TR

| ownedbyme ¥ Q. Filter AMI by attribute or tag 1 ]
Name® v | AMiname v | amim v | Ssource v | owner v | itity v | status
SeedDMS ami-0d1fee2ed074f7ad9 825765390827/SeedDMS 825765390827 Private @ Pending '
y
AMI ID: ami-0d1fee2ed074f7ad9 @ | v
Details Permissions Storage My AMI usage AMI ancestry Tags

v Image details
AMIID
I0) ami-0d1fee2ed074f7ad9

AMI name
TG seedoMs

Root device name
10 /dev/xvda

Boot mode
uefi-preferred

Image type
machine

Owner account ID
10 825765390827

status
© pending

State reason

Platform details
Linux/UNIX

Source
10 825765390827/5eedOMs

Creation date
15 2026-09-09722:53:29.0002

Root device type
eBs

Usage operation
Runinstances

Virtualization type
hvm

Kernel ID
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At this screen you will give it a similar name then we will adjust it later. Then on the far right
under Summary select how many instances you want. For this project I’'m going to select 2.
Then at the bottom select Launch instance.

EC2 > Instances > Launchan instance

Launch an instance i

Step 53

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by following the simple steps below.

Name and tags e

Name /

(“eg. 1y web server

Add additional tags

w Application and OS Images (Amazon Machine Image) i

An AMI contains the operating system, application server, and applications for your instance. If you don't see a suitable AMI below, use the search field or choose

Browse more AMIs.

(7Q Search our full catalog inctuding 1000s of application and s images

AMI from catalog Recents My AMIs Quick Start
Name

SeedDMs.
Description

Image 1D
ami-0d1fee2ed074f7ads
Username | ®

root (Check with the AMI provider:)

Browse more AMIs
Including AMIs from
AWS, Marketplace and
the Community

type ENA Enabled

Creation date

2026-09-09T22: x86_64 hvm

Boot mode

uefi-preferred

ebs Yes

Step 54

€@ | United States (N. Virginia) v

v Summary

umber of instances | Info

|

Software Image (AMI)
SeedDMs
ami-0d1fee2ed074F7249

Virtual server type (instance type)

Firewall (security group)
New security group

Storage (volumes)

@ Free tier: In your first year of opening an AWS account, X
you get 750 hours per month of t2.micro instance usage
(or t3.micro where t2.micro Isn't available) when used
With free tier AMIs, 750 hours per monith of public IPva
address usage, 30 GIB of EBS storage, 2 million 1/Os, 1 GB
of snapshots, and 100 GB of bandwidth to the intemet.
Data transfer charges are not included as part of the free
tier allowance. Charges may apply depending on your
account's free tier status.

cancel — Launch instance

G Preview code

With the image already configured all we need to to is select your key-pair. Then make sure that
you select: Select existing security group then click on your security group from the list. When
done click Launch instance at the bottom right.

= EC2 > Instances > Launchan instance

v Key pair (login)

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch the instance.

Key pair name - required

select bt

v Network settings inro

Network | Info
Vpc-075232aaf657c6e2d

Subnet | Info

No preference (Default subnet in any availability zone)
Auto-assign public IP | Info

Enable

Additional charges apply when outside of free tier allowance

Firewall (security groups) | Info
Asecurity group Is a set of firewall rules that control the traffic for your instance. Add

v | C create new key pair

< to allow specific traffic to reach your Instance

[ (3 e ] (

We'll create a new security group called 'launch-wi

Allow SSH traffic from

ard-1' with the following rules:

Select existing security group

Anywhere
s you connect to your instance ol
Helps y your Instanc 0000/0
() Allow HTTPS traffic from the internet
o set up an endpoint, for example when creating a web server
() Allow HTTP traffic from the internet
To set up an endpoint, for example when creating a web
A Rules with source of 0.0.0.0/0 allow all IP addresses to access your Instance. We recommend setting security group rules to allow access from X

known IP addresses only.

@ United state

¥ Summary
Number of instances | info

(2

When launching more than 1 Instance, consider EC2 Auto Scaling

Software Image (AMI)
SeedDMS
ami-0d1fee2ed074¢72d3

Virtual server type (instance type)
t5.micro

Firewall (security group)
New security group

storage (volumes)
1 volume(s) - 8 GIB.

@ Free tier: In your first year of opening an AWS account, x
you get 750 hours per month of t2.micro Instance usage
(or t3.micro where t2micro isn't available) when used
With free tier AMIs, 750 hours per month of public IPv4
address usage, 30 GIB of EBS storage, 2 million 1/Os, 1 GB
of snapshots, and 100 GB of bandwidth to the intemet.
Data transfer charges are not Included as part of the free
tier allowance. Charges may apply depending on your
account's free tier status.

cancel = | Launch instance

B2 Preview code
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Step 55

Now back at your instances page we will rename the 2 instances to match the first one but with
number to tell which one is which. Hover over the instance that you want to rename and click on
the pencel icon. Select one of the 2 new instances that we just created we, will do the extra
configuration.

@ | unitedst

e EC2 > Instances

EC2

Dashboard
AWS Global View 12

Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

New

Capacity Manager

v Images
Amis
AMI Catalog
¥ Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

¥ Network & Security
Security Groups
Elastic IPs
Placement Groups.
Key Pairs

Network Interfaces

e EC2 > Instances

EC2

Dashboard
AWS Global View 12

Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

New

Capacity Manager

v Images
Amis
AMI Catalog
¥ Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

¥ Network & Security
Security Groups
Elastic IPs
Placement Groups.
Key Pairs

Network Interfaces

Instances (1/4) i ees 22129 (@) Ccomnect 2 ) (Cimstancestate v ) (Cactions v ) (SieRinsaneesl] 19
- Saved fiter sets ~

(" choose fitter set w | ( Q. Fitter instance by attribute or tag (case-sensitive) ) 1 @
B Nmep v |, instancein | instancestste v | instancetype v | Statuscheck o | Publicievapns v | PubliciPva.. v |
O Database 1-0c9319dc88d0f4514 © stopped @ @ t3.micro - us-east-Tc - -

[ [ Seedd... @2 ] 1-0476bb39adaf16be7 @ Running@ @ t3.micro @ nitializing us-east-1c €c2-3-90-206-138.co.... 3.90.206.138
[ seedoms-2 1-0652840b2d94b3447 @ Running @ @ t3.micro @ initializing us-east-1c €c2-32-199-190-169.c. 32.199.190.169
O SeedDMS-1 1-04513506e419¢8dc2 @ stopped @ @ t3.micro - us-east-1c - -

‘« >
0476bb39ad4f16be7 (SeedDMS-2) @ v

Details | Statusandalarms | Monitoring | Security = Networking = Storage = Tags

v Instance summary into

Instance ID
[0 1-0476bb39adaf16be7

1PV6 address
Hostname type
1P name: Ip-172-51-25-117.ec2.nternal

Answer private resource DNS name
1Pva (A)

Public IPv4 address
[0 5.90.206.138 | open address 12

Instance stata
@ Running

Private IP DNS name (IPv4 only)
3 ip-172-31-23-117.ec2.internal

Instance type
t3.micro

Step 56

Private IPv4 addresses
B 1723123117

Public DNS
B ec 138

| open address 12

Elastic IP addresses

Select one of the new instances.

Instances (1/4) o

 Saved filter sets

© Gomes

United Sta

(" choose fitter set w | ( Q. Fitter instance by attribute or tag (case-sensitive) ) 1 @
B Namep v | instancein | instancestate v | instancetype v | Status check v | PubliciPva DNS v | Publicipva.. v |
O Database 1-0c9319dc88d0f4514 © stopped @ @ t3.micro - us-east-Tc - -

0 SeedDMS-3 1-0476bb39ad4f16be7 @ rRunning@ @ t3.micro @ 3/5 checks passe  us-east-1c 2c2-3-90-206-138.co... 3.90.206.138
[ 2 3447 @ t5.micro @ 3/3 checks passe.  us-east-1c €c2-32-199-190-169.c. 52.199.190.169
seedors-1 / Fosstssosedtacaiz @ siopped@ @ thamicro = eastrc 2 2
‘« >
4
5 2 @ | v
Details | Statusandalarms | Monitoring | Security = Networking = Storage = Tags

v Instance summary info
Instance ID
Q) 1-065a840b2d94b3447

I1PV6 address

Hostname type
1P name: Ip-172-51-18-227.ec2.nternal

Answer private resource DNS name
1Pva (A)

Public IPv4 address
I8 32.199.190.169 | open address 12

Instance stata
@ Running

ate IP DNS name (1Pv4 only)
1] 1p-172-31-18-227.ec2nternal

Instance type
tS.micro

Private IPv4 addresses
1B 172.3118.227

Public DNS
=]

£c2-32-199-190-169.compute-1.amazonaws.com | open address 12

Elastic IP addresses
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Step 57

Need to grab a copy of the public IP so we can SSH into it.

ginia) v

e EC2 > Instances > i-065a840b2d94b3447 =
EC2 <
Instance summary for i-065a840b2d94b3447 (SeedDMS-2) i (© Ceomect @) Cinstance state v ) (Cactions v )
Dashboard
Updated less than a minute ago
AWS Global View 12 /
Events Instance ID Public IPv4 address Private IPv4 addresses
0 1-065a840b2d94b3447 01 32.199.190.169 | open address 1 0 1723118227
¥ Instances
1PV6 address Instance state Public DNS
Instances - @ Running s
Instance Types ec2-52-199-190-169.compute-1.amazonaws.com | open address 17
taunch Templates .
Hostname type Private IP DNS name (IPv4 only)
Spot Requests IP name: ip-172-31-18-227.ec2.internal 0 ip-172-31-18-227.ec2.intemnal
Savings Plans
Answer private resource DNS name Instance type Elastic IP addresses
Reserved Instances \Pa (A) +3.micro =
Dedicated Hosts
Auto-assigned IP address VPCID AWS Compute Optimizer finding
Capacity Reservations .
10 52.199.190.169 [Public IP] 0 vpc-075232aaf657c6e2d 12 @ Opt-in to AWS Compute Optimizer for recommendations. |
Capacity Manager New i
v
Images 1AM role Subnet ID Auto Scaling Group name
AMIs = IE] subnet-Obce89206a85684c9 12 =
AMI Catalog
IMDSV2 Instance ARN Managed
w Elastic Block Store Required =} :825765390827: 10b2d9 | false
ab3as7
Volumes
Snapshots Operator
Lifecycle Manager -
v Network & Securi o G . -
i Details | Statusandalarms | Monitoring | Security | Networking = Storage | Tags
Security Group
Elastic IPs v Instance details info
Placement Groups
e AMIID Monitoring Platform details
Key Pairs I8 ami-od1fee2ed074f7ad9 disabled I8 Linux/UNIX

Network Interfaces

Step 58

Just like the other times SSH into the instance using it’s IP address. ssh -i ~/file.pem ec2-
user@IP

e 4+ =R Tilix: ec2-user@ip-172-31-18-227:~ Qa E v A x

anvill ¥

n ec2 32,199,190, 169
t a post-quantum algorithm.
* This session may be wulnerable to "store now, decry attacks.
v eed to be upgraded. See https://openssh.com/pg.html

Amazon Linux 2023

/aws .amazon.com/Linux/amazon-1inux-2023

Last login: Sun Sep 6 15:02:5 026 from 8.40.186.164
[ec2-user@ip-172-31-18




Step 59
Create the installation tool use the command.

Sudo touch /var/www/html/conf/ENABLE_INSTALL_TOOL

>
4
+
=]
a

Tilix: ec2-user@ip-172-31-18-227:~ QU

f//ENABLE_INSTALL_TOOL
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SeedDMS Browser Configuration

Step 60

Next we are going to go to the browser so we can configure the settings for the SeedDMS
application like we did on the first one. So go to: http://IP address/seeddms/install

Your browser should look similar to the image below.

e A M AN 32.199.190.169, = ® 1 8 O3 % o 9 = &

[ FullSailone [ PatrickHomelab @ AmazonWebSer.. [3) WebDevelopme... [ Scapelift (@ ChatGPT in Feed | Linkedin 1 Linkedin Learnin... 7 » YouTube 3 QuickStartGuid.. @ Scribe ) Plexhome » 3 AllBookmarks

SeedDMS Installation for version 6.0.34

Server settings

Root directory:

Hitp Root:

IVarwwwhtmi/datal

Content directory:

Directory for fulltext index: www/htmi/dataflucene/

Directory for partial uploads:  /Varww/htmi/data/staging!/

Cache directory: Ivarfwwwihtmidataicache!
Extra PHP include Path «

Database settings

Database Type: mysal

Server name: 1723121133 -

Database: seeddms —_
Usemanme: ddm:

Password: |t

Create database tables: [



Step 61

Now back in AWS we need to go to the database by clicking on the instance.

{ O O % o 9

€ > ¢ a M

Apps 88

[c]

© 2 > instances

EC2

Dashboard
AWS Global View (2

Events

v Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
Capacity Manager New
v Images
Amis
AMI Catalog
v Elastic Block Store
Volumes
Snapshots
Lifecycle Manager
v Network & Security
Security Groups
Etastic 1Ps
Placement Groups
Key Pairs

Network Interfaces

[ Full sail One

[ PatrickHomeLab

©® Amazon Web Ser Web Developme...

D Ask Amazon Q

Instances (1/4) o

Saved filter sets.

O scapelift @ chatGPT

©

in Feed | Linkedln # LinkedIn Learnin.

CVs » YouTube @ QuickStart Guid..

L @ | @

@ Cammm

[ choose fitterset w | | Q. Filter instance by attribute or tag (case-sensitive) |

B Nameyp v | instance ID

o

Instance state ¥ |

Instance type v | Status check

Avaital

Public IPva DNS v

yZone ¥ |

[ aEba |-0cS319dc88doM514 O @ e © inttalizing et ec2.54221188 11c0... 5422118811
) seedomss |-0476bb35ad4f16be7 @ruming®@ @ tsmicro S —— ec2-3-90-206-136.co. 350206138
O seedoms2 | 065a80b2d84b3447 Oruming®@ @ Bmicro @ 3/3 checks passe  us-east-1c «232195190-169.c...  32199.190.169
) seedoms |-045155060415c8dc2 Qruning@ @  tmicro ® initiatizing S— 2384128 86com.. 3841286
« v
-0c9319dc88d0f4514 (Database) & | v
Details Status and alarms Security Networking Storage | Tags

¥ Instance summary info
Instance ID

15 oc9319dcesdorasia

1Pv6 address

Hostname type
IP name: Ip-172-31-21-133.ec2.Internal

Answer private resource DNS name
1Pva (A)

Public IPv4 address
1] 54.221.188.11 | open address 12

Instance state
© Running

Private IP DNS name (IPv4 only)
10 ip-172-31-21-135.ec2.internal

Instance type
t3.micro

Private IPv4 addresses
I8 1723121133

Public DNS
(=]

11.compute-1 | open address 12!

Elastic IP addresses

Full Sail One

Q

[ PatrickHomeLab

Here we are need to grab a copy of the Private IP address.

® AmazonWebSer.. [ Web Developme...

D Ask Amazon Q

© =<2 > instances > i-0co319dcoBdORSIA

EC2 <

Dashboard
AWS Global View 12

Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
Capacity Manager New
¥ Images
Amis
Ami Catalog
v Elastic Block Store
Volumes
Snapshots
Lifecycle Manager
v Network & Security
Security Groups
Etastic 1Ps
Placement Groups
Key Pairs

Network Interfaces

3 scapelift @ ChatGPT

in Feed | Linkedin ' Linkedin Learnin.

y for i-0c93 514

Updated less than a minute ago

Instance 1D
I 1-0c9319dcssdofas1a

IPV6 address
Hostname type
1P name: Ip-172-31-21-133.ec2 Internal

Answer private resource DNS name
1Pva (A)

Auto-assigned IP address
T5) 54.221.188.11 [Public IP]

nto
Public IPva address

151 54.221.188.11 | open address 12
Instance state

@ Running

Private IP DNS name (IPva only)
I01 1p-172-31-21-133.ec2internal

Instance type
t3.micro

vPcID
I8 vpc-0752528a1657c6e2d 12

1AM role Subnet ID

- I} subnet-Obce89206a85684¢9 L3

MDsv2 Instance ARN

Required = 1 19dcasd
ofas1a

Operator

Details | Statusandalarms | Monitoring | Security = Networking  Storage | Tags

¥ Instance details info

AMI ID Monitoring

[0 ami-081b0a6eaco0bafs3 disabled

/ [ 1723121133
Public DNS
(=]

o O

T @ 9O
D CVs » YouTube @3 QuickStart Guid.

L @ | @

@ Coommen 7)) Corstance e v ) Cactions v)

Private IPv4 addresses

ec2-54-221-188-11.compute-1.amazonaws.com | open address L2

Elastic IP addresses

AWS Compute Optimizer finding
@ Opt-in to AWS Compute Optimizer for recommendations. |
Learn more 12

Auto Scaling Group name

Managed
false

Platform details
) Linux/UNIX

45



Step 62

Now come back to SeedDMS install site. Just like with the first one need to fill out the following
sections.

C @ (D AnNotsecure 32.199.190.169, * © i1 9 O % © © = ¥

[ FullSailone [ PatrickHomelab @ Amazon WebSer.. [3) WebDevelopme... [J Scapelift (@ ChatGPT in Feed | LinkedIn B Linkedin Learnin...

Qs+ vourube @ QuicksarcGuid.. @ Scribe > Plechome » [ AllBookmarks

eedDMS

SeedDMS Installation for version 6.0.34

Server settings

Root directory:

Hitp Root:

Directory for partial upload

Cache directory: Ivarfwwwihtmidataicache!

Extra PHP include Path: €

Database settings

Database Type: mysql

Server name: 1723121133 Database privite IP
Database: seeddms

Usemanme: ddm:

Password: e

Create database tables: [

* Extra PHP include Path: needs to be: /var/www/html/pear/

* Database Type: needs to be: mysql

* Server Name: This is the privet IP of your database that we just saved.
* Database: is the name of your database.

* Then of course your username and password.

o Note: you are not creating a new username and password. You are using the ones that
we already created.

¢ (Create database tables: Leave this unchecked
* Then click apply

NOTE: Make sure you do this entire section again for the 3™ SeedDMS EC?2 instance that we
created.
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Configuration of the Document Root file.

Note: This will be done on all three SeedDMS web servers. In order to do this you will need the
public IP of all three SeedDMS servers.

Adding the Installation Tool
Step 63

After SSH into the first instance ssh -i ~/file.pem ec2-user@IP. You can run an update if you
want to however, it is not required. sudo dnf update -y The need to create the install tool file:

sudo touch /var/www/html/conf/ENABLE_INSTALL_TOOL

v+ B Tiix;: ec2-user@ip-172:31-23-117:~ a =
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Accessing the Configuration File
Step 64

Next we are going to access Apache’s configuration file.

sudo nano /etc/httpd/conf/httpd.conf
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Editing the Configuration file
Step 65

Warning: Edit the Apache configuration file carefully. Incorrect changes could brake the server
and it will not load or load wrong.

Now in the config file, need to scroll down to where is says DocumentRoot
“/var/www/html”.

Once you find it we are going to add seeddms at the end of it. It should look like the image
below.

DocumentRoot “/var/www/html/seeddms”

e+ o Tilix: ec2-User@ip-172-31-25-111:~ a =

7etc/nttpd/conf/nttpd. cont Fod i ied

After you have made that change you will press CTRL+O then Enter (this will save the
changes). The press CTRL+X to exit the config file.
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Restarting Apache
Step 66

Next we need to restart Apache for the changes to take affect. Run: sudo systemctl restart
httpd

v+ B Tiix: ec2-user@ip-172:31-25-111:~ a =

Step 67

Next we are going to go to the browser so we can configure the settings for the SeedDMS
application like we did on the first one. So go to:http://IP address/seeddms/install

c a M G http://32.199.190.16
SeedDMS: INSTALL
http://32.199.190.16¢

©  http://<nagic
Q. http /192.168.1.254

2.168.4.232:9090/targets - http:

i’y’"”

ol SRR . G rvedn e spodrore
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Your browser should look similar to the image Below

<« C @ (D AnNotsecure 32.199.190.169, % © i1 9 O % © © = #

i Apps 82 [J FullsailOne [ PatrickHomelab @ AmazonWebSer.. [ WebDevelopme.. [ Scapelift (@ ChatGPT in Feed | Linkedn B LinkedinLearnin.. 0 » YouTube 3 QuickStartGuid.. @ Scribe ) Plexhome » 3 AllBookmarks

iDM

SeedDMS Installation for version 6.0.34

Server settings

Root directory: arfwwwihtmliwwwi
Hitp Root: seeddms/
Content directory: IVarfwwwihtmildatal

Directory for fulltext index: | /Varwwwhtmildata/ucene

Directory for partal uploads: /Varhwwihtmi/data/staging/

Cache directory: Ivarfwwwihtmidataicache!
Extra PHP include Path <«

Database settings

Database Type: mysal

Server name: 1723121133 -

Database: seeddms

Usemanme: seeddmsuser

Password: |t

Create database tables:

Step 68

Now you will go through the steps as you have previously without changing anything. When you
come to the login page, go a head and log in.

SeedDMS

Sign in

User ID:

admin

Password:

Language:

Theme:

i lassified violation will ding to the national Taws.

SeedDMS.
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Step 69

Now open a new browser and enter the [P address only for one of your SeedDMS servers.

At this point it should have taken you to the SeedDMS website.

A M a 7! x © {9 O % © B = &

© rullsa s ebSer.. [ WebDevelopme... [3 Scapeift (@ ChatGPT in Feed | Linkedin & LinkedinLeamin.. 1 CVS ) YouTube @3 QuickstartGuid.. @ Scribe > Plex hos 3 Al Bookmarks

© DDMS D: 1 Drop files here!

Owner. Administrator
Created: 2026-09-06 16:25:59
Comment: DMS root

Default Access Mode: Read permissions

Access mode:

Folder Contents

No documents or folders

Any violation ‘according to the national

® = @ 12 ;1 9 R & M THEE®O0 3¢ oanlgiZPiM
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HAProxy Server

Creating the EC2 Instance
Step 70

Go to AWS.com and sign in. When you open it, it will look similar to the image to the right

Select the EC2 service

Console Home vy

Recently visited oo H Welcome to AWS H AWS Health i H
Getting started with Open Issues
»
<) Awse 0 Past7 days
3 Learn the fundamentals and
%
@ find valuable information to Scheduled changes
Billing and Cost Management get the most out of AWS.
2 Upcoming and past 7 days
Training and

certification 2 Other notifications

Eo
=(©)  Leam from AWS experts and 0
m

advance your skills and Past 7 days

knowledge.

AWS Builder Center 1

] Learn, build, and connect
with builders In the AWS
community.

7 z Go to AWS Health %

i Cost and usage o $ i Solutions (13) i 4

Vetted Solutions from AWS for popular business and technical use cases.

Current month Cost breakdown
d

< Cloud Architect (4) | Platform Engineer (4) Al Ops(4) >
Forecasted month end
® Access denied

Automate large-scale server migrations to AWS Cloud using templates 12

Time to complete: 20 mins.
savings opportunities

d

Automates VMware workload testing and migration setup to AWS Cloud 7
Time to complete: 20 mins

Step 71

To create an EC2 instance click “Launch instance” in the top right.

e < | instances e © Comea

Saved fiter sets
Dashboard

Choose filterset ¥ | | Q. Filter Instance by attribute or tag (case-sensitive) |
AWS Global View 12
o Name ¥ | InstancelD | instancestate ¥ | Instancetype ¥ | Status check | Availability Zone ¥ | Public IPvd DNS 9 | PubliciPvd.. v | Elasticlp v | e

¥ Instances
No instances
Instances You do not have any Instances In this region

Launch Templates

Spot Requests <

Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations

Capacity Manager New -

Allinstances 8| v

v Images

AMmIs

Awatiog Instance alarm states Service health Health events affecting EC2 instances
v Elastic Block Store In alafm [EC2 satvicd st Open events Upcoming events

@ None @ Operating normally @ None @ None
Volumes
Snapshots View In CloudWatch 12 View Service Health Dashboard L2 View AWS Health Dashboard (2

Lifecycle Manager

v Network & Security
Securlty Groups

Elastic IPs

Placement Groups

Key Palrs

Network Interfaces Y
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Give the server a name.

EC2 > Instances > Launch an instance

Launch an instance .

Amazon EC2 allows you to create virtual machines, or Instances, that run on the AWS Cloud.

Name and tags it

v Application and OS Images (Amazon Machine Image)

Step 72

Add additional tags

Quickly get started by following the simple steps below.

An AMI contalns the operating system, application server, and applications for your Instance. If you don't see a sultable AMI below, use the search field or choose

Browse more AMIs.

| Q search our full catalog including 1000s of application and OS images

Recents My AMIs Quick Start
‘Amazon macos Ubuntu

e

aws | & || Bose

Amazon Machine Image (AMI)

Windows

Microsoft

RedHat || SUSELinux || Debian

@reanse || O ©

suse ebian

Browse more AMIs
Including AMis from
AWS, Marketplace and
the Community.

B 4 o0 @

United Sta

v Summary

Number of instances | Info

1

Software Image (AMI)
Amazon Linux 2023 AMI 2023.12...read more
2mi.081b0a6eaco0b4fs3

Virtual server type (instance type)
t3.micro

Firewall (security group)
New security group

Storage (volumes)
1 volume(s) - 8 GIB

@ Free tier: In your first year of opening an AWS account,
you get 750 hours per month of t2.micro Instance usage
(or t3.micro where t2.micro isn't available) when used
with free tier AMIs, 750 hours per month of public IPv4
address usage, 30 GIB of EBS storage, 2 million 1/0s, 1GB
of snapshots, and 100 GB of bandwidth to the internet.
Data transfer charges are not Included as part of the free
tier allowance. Charges may apply depending on your
accounts free tier status.

Amazon Linux 2025 kernel-6.18 AMI

(64-bit (x86),

Virtua

ation: hvm  ENA enabled: true oot device type: ebs

Tef (64-bit (Arm), uef)

Free tier eligible
v

cancel Launch instance

Description
Amazon Linux 2023 (kernel-6.18) Is a modern, general purpose Linux-based OS that will be supported until June 2029. It is optimized for AWS and designed to
provide a

table and to develop and run your cloud applications.

Amazon Linux 2023 AMI 2023.12.20260851.0 x86_64 HVM kernel-6.18

Step 73

@ Ask Amazon Q

EC2 > Instances > Launch an instance

v Network settings i
Network | nfo
Vpc-075252aaf657c6e2d

Subnet | info

Nopr subnet in any )

Additional charges apply when outside of free tier allowance

Firewall (security groups) | Info
Asecurity group s a set of firewal rules that control th T ——

(0 crse sy e | EE— ‘

We'll ereate a new security group called 'launch-wizard-1' with the following rules:

Allow SSH traffic from

Anywhere
Hetps you conneet to your instance

00.00/0

") Allow HTTPS traffic from the internet
To set up an endpolint, for example when creating a web server

) Allow HTTP traffic from the internet
To set up an endpoint,for example when creating a web server

& Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting security group rules to allow access from X
known IP addresses only.

v Configure storage Advanced

w[s ) e gp3 + | oot volume, 300010PS, Not encrypted

G2 Preview code

¥ Summary

Number of instances

|1

Software Image (AMI)
Amazon Linux 2023 AMI 2023.12...read more
ami-081b036eac00b4£53

Virtual server type (instance type)
t3.micro

Firewall (security group)
New security group

Storage (volumes)
1 volume(s) - 8 GIB

@ Freetier: In your first year of opening an AWS account,
You get 750 hours per month of t2.micro Instance usage
(or t3.micro where t2.micro Isn't avallable) when used
with free tier AMIs, 750 hours per month of public IPva
address usage, 30 GIB of EBS storage, 2 million 1/0s, 1 GB
of snapshots, and 100 GB of bandwidth to the Interet.
Data transfer charges are not included as part of the free
tier allowance. Charges may apply depending on your
accounts free tier status.

cancel Launch instance

B2 Preview code

Helpful if you pick one the is relevant to its purpose.

For the networking you want to make sure the “Auto-assign public IP” is enabled.
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Next you want to make sure that the you select “existing security group”.

EC2 > Instances > Launch an instance

v Network settings i

Network | Info
Vpc-075252aaf657c6e2d

Subnet | Info

No preference (Default subnet in any availability zone)
Auto-assign publicIP | Info

Enable

Additional charges apply when outside of free ter allowance

Firewall (security groups) | Info
A security group s a set of firewal rules that control the traffic

Create security group

Step 74

select the security group that you made earlier.

@ Ask Amazon Q

for your instance. Add rules to allow specific traffic to reach your instance.

[ OF=aes: Sasting oty roun

Common security groups | Info

Select security groups

v | | G compare security group rutes

default sg-Oe3d6edfeasc3sazc X
VPC: vpe-0752520af657c6e2d

oy STouRE TReT o0 300 0T remoe Tere W BT SIS

v Configure storage o

(s a8 [ gp3 v

B e

Advanced

Root volume, 3000 IOPS, Not encrypted

[ (@ Free tier eligible customers can get up to 30 GB

of EBS General Purpose (SSD) or Magnetic storage X ]

Add new volume

virginia) v

v Summary

Number of instances | Info

1

Software Image (AMI)
Amazon Linux 2023 AMI 2023.12...read more
ami-081b0aGeac00b4fS3

Virtual server type (instance type)
t3.micro

Firewall (security group)
default

Storage (volumes)
1 volume(s) - 8 Gi8

@ Free tier: In your first year of opening an AWS account,
You get 750 hours per month of t2micro instance usage
(or t3.micro where t2.micro Isn't available) when used
with free tier AMIs, 750 hours per month of public IPva
‘address usage, 30 GIB of EBS storage, 2 million 1/0s, 1 GB
of snapshots, and 100 GB of bandwidth to the intemet.
Data transfer charges are not included as part of the free
tier allowance. Charges may apply depending on your
account’s free tier status.

Cancel Launch instance

B2 Preview code

EC2 > Instances > Launch an instance

Step 75

Create security group [ © Select existing security group J
Common security groups | Info
Select security groups v | C compare security group rules
default sg-0e3a6edfeascssazc X
VPC: vpc-07523220f657c6e2d
Security groups that you add or remove here will e added o o removed from all your network Interfaces.

v Configure storage i Advanced
(s 8 [ gps v | Root volume, 300010PS, Not encrypted
[ (@ Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage X ]

Add new volume

@ Click refresh to view backup information
The tags that you assign determine whether the Instan

File systems

S5 Files - new

ce will be backed up by any Data Lifecycle Manager policies.

[ \

» Advanced details o

| [ONone ]

v Summary

Number of instances | info

i)

Software Image (AMI)

Amazon Linux 2023 AMI 2023.12...read more
ami-081b0aGeac00b4fS3

Virtual server type (instance type)
t3.micro

Firewall (security group)
default

Storage (volumes)
1 volume(s) - 8 GIB

@ Free tier: In your first year of opening an AWS account,
You get 750 hours per month of t2.micro Instance usage
(or t3.micro where t2.micro lsn't available) when used
with free tier AMIs, 750 hours per month of public IPv4
address usage, 30 GIB of EBS storage, 2 million 1/0s, 1 GB
of snapshots, and 100 GB of bandwidth to the Internet.
Data transfer charges are not Included as part of the free
tier allowance. Charges may apply depending on your
account's free tier status.

cancel  Launch instance

G2 Preview code

a
1

Leave default settings for the rest and click on “Launch instance” in the bottom right corner.
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Step 76

After it is launched you will come to this screen. Here you will confirm that the instances are
running. Then you will need to make sure the you get 3/3 checks passed.

e EC2 > Instances

EC2

Dashboard
AWS Global View 12

Events

v Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
Capacity Manager New
v Images
AMIs

AMI Catalog

v Elastic Block Store
Volumes
Snapshots
Lifecycle Manager
v Network & Security
Security Groups
Elastic IPs.
Placement Groups
Key Pairs

Network Interfaces

< Instances (1/1) o

©) Ceomect 2) (Cinstancesstate v ) (Cactons v ) (isimchinstancestl] ¥

Details Status and alarms

v Instance summary into

Instance ID
TG -0c9319dc88dofas14

1PV6 address
Hostname type
1P name: Ip-172-31-21-133.ec2 nternal

Answer private resource DNS name
1Pva ()

Monitoring

Security

Networking Storage Tags

Public IPv4 address
10 52.91.171.9 | open address 12

Instance state
@ running

Private IP DNS name (1Pv4 only)
0 1p-172-31-21-133.ec2.internal

Instance type
t5.micro

Private IPv4 addresses
0 1723121153

Public DNS
10 ec2-52-91-171-9.compute-1.amazonaws.com | open address L2

Elastic IP addresses

| choose fitterset ¥ | [ Q. Filter instance by attribute or tag (case-sensitive) | 1 (5]
wrpl v | Eemesn o) | sl || stnhes | Ay zo v || rsucwaonst || kv || [Esiie) o we
Database 1-0c9319dc88d0f4514 I @ Running @ @ I 5.micro @ 3/5 checks passe. |uyeasc4< c2-52-91-171-9.com.... 52911719 = =
< y
-0c9319dc88d0f4514 (Database) 8 v
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SSH Into Instance

Step 77

Need to get a copy of the public IP so that we can SSH into the instance.

@ @ [0 = useasti.consoleaws.amazon.com

EC2 <

Instance summary for i-03cf0017e50c9a1c8 (HAProxy) i © Ceomnect @) (Cinstancestate v ) (Cactions v )

Updated less than a minute ago

Dashboard
AWS Global View 2

- instance 1o Public 1Pv4 address Private 1Pva addresses
N / T8 3.51.17.129 | open adress 2 G 17231.2.77

v Instances

1PV6 address Instance state Public DNS
Instances h © s [
Instance Types c2-3-91-17-129.compute-1.amazonaws.com | open address
Launch Templates i
Hostname type Private IP DNS name (IPv4 only)
Spot Requests IP name: Ip-172-31-25-77.ec2.Internal 0 1p-172-31-25-77.ec2 Internal
savings Plans
Answer private resource DNS name Instance type Elastic IP addresses
Reserved instances ol o iy -
Dedicated Hosts
Auto-assigned IP address vecin AWS Compute Optimizer finding
Capacity Reservations z =
1D 3.91.17.129 [Public IP] D) vpc-075232aaf657c6e2d 12 @ Opt-in to AWS Compute Optimizer for recommendations. |

Capacity Manager New. Learn more 12

v Images

1AM role Subnet 1D Auto Scaling Group name
Amis = 5] subnet-0bce89206285684c3 L2 -
AMI Catalog
MDsv2 Instance ARN Managed
v Elastic Block Store Required =] 7es0¢ | false
9a1cs
Volumes

Snapshots Operator

Uifecycle Manager

¥ ethan BUSeait) Details | Statusandalarms  Monitoring ~ Security = Networking  Storage | Tags

Security Groups

Elastic IPs v Instance details inro

lacement Groups
o S AMIID Moni Platform details

ng
Key pairs D) ami-0354c98ae10b02961 disabled 15 Linux/uix

Network Interfaces

AMI name Allowed image Termination protection
, Dicabled

2026, Amazon Web Services, Inc. or It afflat Privacy  Terms  Cookle prefer

2WEE®4 % % 00~ 1253PM

9/13/26

Step 78

To SSH into the instance use command:
ssh -i ~/your key.pem ec2-user@public IP.

After your in we are going to update the system with: sudo dnf update -y

1~ | B o= Tilix: ec2-user@ip-172-31-25-111:~ o = - o~ x

WARNING: connection is not i B e - ithm.
This session may be wulnerable ol rypt later” att s.
The server may need to be upgra : //openssh.com/pg. htmL

#

BT Amazon Linu
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Installation of HAProxy
Step 79

To install HAProxy. sudo dnf install haproxy

+ 0= user@ip-172-31-23-77: Q

~ 10:19PM
9/12/26

Verification of Correct Installation

Step 80

Use the command haproxy version




Creation of Self-Signed SSL Certification

The following section is about how to create and combine an SSL certification.

Step 81
If not already, SSH into the HAProxy server. Use command:

ssh -i “file.pem” ec2-user@public IP.

v+ B Tilx: ec2-user@ip-172-31-23-77:~ Q

+fovY+bbt20gXEQ\NThis host key i
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Enable and start HAProxy

Step 82
First we need to check the status of HAProxy use the command:
sudo systemctl status haproxy
If your HAProxy in disabled then you need to enable it. Use the command:
sudo systemctl enable haproxy
After you enable you need to start HAProxy

sudo systemctl start haproxy
Then if you run another status command you want to see: active (running)

v+ B Tilx: ec2-user@ip-172-31-23-77:~ a =

disabled; preset: disabled)

RWARAEBO O R EO DA
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Creating a Single-Sign SSL
Step 83

Now that HAProxy is up and running, next we need to install openssl run the command:
sudo dnf install openssl -y

v+ B Til: ec2-user@ip-172-31-23-77:/et/ss! a =

Step 84

With openssl installed we now need to create a directory for the SSL certificate to stay in. First
we need to move to the ssl directory: cd /etc/ssl/

Next to make the directory us: sudo mkdir private Now for the key and the certification. To
create the key and the certification run this command: openssl req -nodes -x509 -newkey
rsa:2048 -keyout /etc/ssl/private/your.key -out /etc/ssl/private/your.crt -days 30
Note: Make sure that you rename the your.key and your.crt

v+ B Til: ec2-user@ip-172-31-23-77:/et/ss! a =




Step 85

Follow and answer the question that you deem important. Keep in mind that this information is
what is going to be in the key.

v+ B Til: ec2-user@ip-172-31-23-77:/etcss! a =

Step 86

Next we are going to combine the key and the certificate into a single .pem file. Use the
command:

cat /etc/ssl/private/test.key /etc/ssl/private/your.crt > /etc/ssl/private/your.pem

1w+ BR Tilb: ec2-user @ip-172-31-23-77:/etc/ssliprivate a =

L B E @ % kOO~ 234PM

9/18/26
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Configuring HAProxy to use the SSL Certificate
Step 87

The modification that we are going to do next is going to need the private IP addresses for all 3
instances.

So if not already, sign in to AWS and navigate to your instances. Select one of the SeedDMS
instances and on the right side is the private key.

= € 5 G @ (0 % usesst1.consoleaws.amazon.com % O A9 9 % oD =&

EC2 < Instances (1/5) o ©) Ceonneat @) Cinstance state v ) (Cactions v ) (SEeninnceall ¥
Saved fiter sets
Dashbosrd o = B ®
AW Global View 2
Events 8 Nnmp v Instancetype v | Status check Availability Zone @ | public IPv4 DNS o | eublicibva.. v | sastice v | 1P
¥ Instances Database t3.micro ec2-54-196-34-188.co. 54.196.34.188
Seedoms-3 smicro ec2-98-93-28-120.o0. 8.93.28.120
Seedoms-2 1-0653840b2d54b3447 Qruming@ @ tmicro ec2-32-199-150-164.c 32.199.190.164
HAproxy 1-03cfo017e50¢ Qruming@ @  tsmicro ec2-54-163-221-107.¢ s4.163.221.107
[ SeedoMs-1 1-04513506e415c8dc2 Qruming@ @ tsmicro ec2-54-89-198-192.co0 s4.85.198.192
v Images i-04513506e419¢8dc2 (SeedDMS-1) ®| v
Avtis
AMI Catalog Details | Statusandalarms = Monitoring | Security | Networking | Storage | Tags
v Elastic Block Store
v Instance summary i
Instance 1D Public 1Pv4 address
15 1-04513506e419¢8dc2 103 54.89.198.192 | open address 2

1PV6 address.

Hostname type Private IP DNS name (IPv4 only)
1P name: Ip-172-31-25-11 Lec2.internal @ 1p-172-31-25-111.ec2.Internal

‘‘‘‘‘‘‘

® W R ¥ O A~ 317PM R
®% % % @@ B

Step 88

e+ o= Tilix: @c2-user®ip-172-31-23.77:~ a =

ZWRBEBO 4 % * O LA



Step 89

Once inside the config file need to scroll down the front end and back end section.

v+ B = Tilo: ec2-user@ip-172-31-23-77:~ a =

GNU nano 8.3 Jetc/haproxy/haproxy.ctg

Step 90

Now lets start with the front end. First thing is binding. You should see that it is binned to port
5000. We need to change that to port 443 and then add are .pem file that you created. So replace
the bind section with: bind *:443 ssl crt /etc/ssl/private/seeddms.pem Next you can delete the
lines that reference static. Next you will put in mode http Now for the back end. For the back
end need to change the server names and IP to match that of each of your instances. Then instead
of :500? check, you’ll put :80 check.
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After your all done your front and back end should look similar to the image below.

Then to save and exit use: CTRL+S to save and then CTRL+X to exit the config file.

e+ o= Tilx: ec2-user@ip-172-3123-77:~ a =

G 7etc/haproxy/haproxy cfo

Step 91

Then lets verify that it is there. Run haproxy -c -V -f /etc/haproxy/haproxy.cfg What your
looking for is that your configuration file is valid.

e+ o= Tilix: ec2-user@ip-172-31-23-77:~ a =

® W % ¥ ©W A
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Failover and Cookies Test

Now we are going to perform a failover test to confirm the sticky session dose in fact work as it
should.

If not already at the website by using the HAProxy instance follow the next step to open the
website.

Step 92

In AWS, select the HAProxy instance. Then go down to where it says Public IPv4 address.
Then click on the link that says open address.

5-east-1.console.aws.amazon.com 7 (] 1 9 3 % o 9

i
Py
Q
b
5
&

B & o0 @

EC2 < Instances (1/5) i 122 (@) Ceonnect @) Cinstance state v ) (Cactions v ) (ESEninsencll |7
Dashboard - . ®
AWS Global View (2
Events B Names Instance type ¥ | Status check AvailabilityZone ¥ | Public IPva DNS © | publictbva.. v | Elasticip v | e
Database 10c9315dcasdor45 14 Qruming@ @ tumicro @3/5checks passe  us-east-1c ec2-54-234-208-156.c... 54.254.208.156
Seedoms-3 1-0a76bb352d4f16be 7 @ruming® @  tmicro @ us-esstic €c2-100-61-145-150.c... 100.61.145.150
SeedDMs-2 1-0652840b294b3447 @ruming@ @ tumicro @s15¢ us-east-1c €2-3-80-89-51.comp.... 5808951
[ HAProxy 1-05cfo017e50csa1cs Oruming® @  micro @350 st 1c ec2-18-209-8-196.co. 18.209.8.196
SeedoMs-1 1-04513506e419¢8dc2 @ruming@ @ Bumicro @3/5checks passe  us-east-1c ec2-54-226-221-140c... 54.226.221.140
‘
i-03cf0017e50c9a1c8 (HAProxy) ® | v
Details | Statusandalarms | Monitoring  Security | Networking = Storage | Tags
v Instance summary into
Instance 1D Public 1Pva address Private 1Pv4 addresses
I8 103cfoo17e50c9a 18 1§ 18.209.8.196 | open address 12 G 172312577
1PV6 address Instance state Public DNS
- @ Running I ec2-18-209-5-196 compute-1 amazonaws.com | open address 17
Hostname type Private IP DNS name (1Pv4 only)
e: Ip-172-31-23-77.ec2.internal @ 1p-172-31-23-77.¢ rernal
Instance type Elastic 1P addresses
.micro 2

vec D AWS Compute Optimizer finding =

L)

66



Testing the Cookies Persistence

Step 93

Next to test that the cookies persistence. Simply refresh the page 2-3 times. Watch which
SeedDMS WS? It is using. As long as the website does not change then the test passes.

The purpose of this test is to make sure that the HAProxy cookie persistence settings keeps the
user on the same server if the page was to refresh.

= cC A M o e hitpsi/18.209.8.196 Ly L tee e A

wa SeedDMS_Wsi
Sign in
User ID User ID
Password: Password
Language:

Theme:

classified area. Access Is permitted only Any violation wil be prosecirted according to the national
SaedDMS free document management sysem - wwwseeddms.org

6:31 AM
9/24/26
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Failover Test

Next back on AWS you will select the SeedDMS sever instance that you use in the previous step.
Step 94
Select the instance that you are using and go to Instance state in the top right.

Then scroll down to stop instance.

% us-east-1.console.aws.amazon.com

EC2 < Instances (1/5) e =
Soved fttr sets
Dashboard choose filterset ¥ |  Q_ Filter mstance by attribute o tag (case-sensitive) 3 ®
AWS Global View 2
. B Mmmes v | mstancein Instancestate v | instancetype v | Statuscheck Availability Zone v | Public 1Pv4 DNS v | publicieva.. v | Estice v | ieve
v Instances Database 1-0co319dcasdoras14 Qruming@ @ tmicro ©3/3 checks passe.  us-east-1c 254234208156 54.234.208.156 = E
Instances
Seedoms-3 \-0a76bb35ad4f16be7 Qruming@ @ Bmicro @ 3/3 checks passe.  us-east-1c 210061145150 10061145190 = -
Instance Types
Launch Templates SeedDms-2 1-0652840b294b3447 Qruming@ @ tmicro @ 3/3 checks passe.  us-east-1c ec2-3-80-89-51.comp...  5.80.89.51 = =
el HAProxy 1-03cf0017e50c9a1ce Qruming® @  tmicro ©3/3 checks passe.  us-east-1c c2-18-209-8-196.co. 18.209.8.196 - z
Savings Plans
i [ Seedoms-1 L0a513506e415¢8dc2 @ruming@ @  B.micro @373 chedas passe.  us-east-1c easazr6221a0c..  se226221140 - 2
Dedicated Hosts. i ¥
Capacity Reservations
Capacity Manager New
v Images i-04513506e419c8dc2 (SeedDMS-1) ® v
Amis
AMI Catalog Details | Statusandalarms | Monitoring | Security | Networking | Storage | Tags
¥ Elastic Block Store
i ¥ Instance summary into
o Instance 1D Public 1PV address Private IPv4 addresses
10 1-04513506e419c8dc2 I5 54.226.221.140 | open address 12 G 1723125
Uifecycte Manager
1Pv6 address Instance state Public DNS
v
Network & Sec " iy =] 1 | open address 12
Security Groups
i, Hostname type Private IP DNS name (1Pv4 only)
1P name: 1p-172-31-25-111 ec2.Internal 1D 1p-172-31-25-111.ec2.internal
Placement Groups
Key Pairs Answer private resource DNS name Instance type Etastic 1P addresses
1Pva tS.micro z
Network Interfaces AN
Auto-assigned IP address vec i AWS Compute Optimizer finding =

6:42 AM
9/24/26

Wait about 2-3 minutes and then refresh the page. You want to make sure the instance shows the
it is stopped.

east-1.console.aws.amazon.com

e < | instances(s) e Y T |
Saved fitte sets
Dashboard Choose filter st ¥ Q_ Fitter nstance by attribute or tag (case-sensitive) 1 @
AWS Global View 12
Bty Name» v | instance D Instance state v | Instancetype ¥ | Status check Availability Zone ¥ | Public IPva DNS v | Publicibva... v | Elasticit v | tpve
w Instances Database 1-0c9315dca8d0TaS14 @ruming@ @ micro @3/ checks passe  us-east-1c e2-54-234-208-156.c. 54.254.208.156 S =
Instances
SeedDMs-3 1-0476bb39adaf16be7 @ruming@ @  micro @ 5/3 checks passe.  us-east-1¢ €c2-100-61-145-150.c 100.61.145.190 - -
Instance Types
Launch Templates SeedDMS-2 1-065a840b2d94b3447 @ruming@ @ 3.micro @ 3/5 checks passe.  us-east-1c €c2-3-80-89-51.comp. 3.8089.51 - -
Seot Raquasts HAProxy 103cfo017e50c5a1ce Qruming® @ tsmicro ©35/3 checks passe  us-east-1c ec2-18-209-8-196.c0.. 182098196 = z
Savings Plans
S - SeedDMs-1 1-04515506e415c8dc2 tmicro - us-east-1c = = - =
Dedicated Hosts ‘ ’
Capacity Reservations
Capacity Manager New
¥ Images All instances 8 v
Anis
A cEalog, Instance alarm states Service health Health events affecting EC2 instances
e
Elastic Black Stare in atarm EC2 service status Open events Upcoming events
Volumes @ None © Operating normally @ none @none
Snapshots
Uifecycle Manager View In CloudWatch (2 View Service Health Dashboard 12 View AWS Health Dashboard L2
v Network & Security
Security Groups
Elastic IPs
Placement Groups
Key Pairs
Network Interfaces

e

6:51 AM
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Step 95

Now go back to the page and confirm the instance that you stopped is the one your on.

¢ A M o e hitpsi//18.209.8.196 1 © 1 0 3 % o 9 = A

SeedDMS_WS1
Sign in
User ID: User ID
Password: Password
Language:

Theme:

This s a classified area. Access is permitied only. Any violation according to the national
SaedDMS free document management sysem - www seeddms.org

6:54 AM
9124/26

Step 96

Next you will refresh the page. You will see that the sever changed. You can then refresh it a few
more times and see the cookies will keep you on the new server.

= c A M o e hitps://18.209.8.196/ & © { O D % o 9 = A

SeedDMS_WS2

Sign in

CasciD User ID
Password: Password
Language:
Theme:
This is a cassified area. Accoss is permited only Any vitation according to the national

SaedDMS free document management sysiem - wwwseeddms.org

Note: In the event that the browser is showing you on the same server, you will need to clear

your browser cache or you can press Ctrl+Shift+R (Command+Shift+R on Mac) which will
bypass the cache file and refresh the page.
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For more detailed information on installation and configuration, see the sources in the
References section below.

References
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https://linuxize.com/post/how-to-create-mysql-user-accounts-and-grant-privileges/
https://www.haproxy.com/blog/load-balancing-affinity-persistence-sticky-sessions-what-you-need-to-know/
https://gridscale.io/en/community/tutorials/haproxy-ssl/
https://linux.how2shout.com/how-to-install-php-on-amazon-linux-2023-server/
https://cloudkatha.com/install-apache-web-server-on-amazon-linux-2023/
https://linux.how2shout.com/installing-mariadb-on-amazon-linux-2023/
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