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Scope of Work
Project Title

Multi-Tier Cloud Deployment

Project Overview

The project aims to design a multi-tier cloud-hosted management system using Amazon Web 
Services (AWS). This will consist of five AWS Amazon Linux EC2 instances. It will include a 
HAProxy server as the load balancer to distribute incoming traffic to the three independent 
application servers. The application servers will consist of 3 AWS EC2 instances running 
Amazon Linux and will include SeedDMS, Apache, and PHP for document management. All 
three application servers will gather and store information on an AWS EC2 instance with 
Amazon Linux, with MariaDB for the database server. 

Milestone completion dates: 

Milestone I – September 7, 2026 

Milestone II – September 14, 2026 

Milestone III – September 21, 2026 

Milestone IV – September 27, 2026

Project Goals & Objectives

The goal is to implement a cloud-based document management system that provides session 
persistence to the application layer that is for a centralized documentation and management.

• Speed - The network must provide enough bandwidth to meet demand during periods of 
peak usage.

• Reliability - The network must contain redundancy to ensure that the failure of one 
application server will not bring the entire network down.
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• Scalability - The network must scale without rebuilding the entire network. Changes and 
updates must be easy to implement.

• Security – With AWS handling the physical side of security, SeedDMS allows for system 
user security. 

Network Infrastructure Requirement

Your choice of cloud provider and an internet connection.

Assumptions & Risks

• AWS will provide a constant and available service.
• An internet connection is to be provided by the client

• The client will provide an internal IT team to deal with user-related issues.

• The client’s internal IT team will handle all maintenance and security needs.

Network Configuration & Procedural Checklist

1. Create 5 AWS EC2 instance servers
2. Install and configure MariaDB database software on one server
3. Install and configure SeedDMS and Apache on 3 servers
4. Install HAProxy on the last server
5. Install SSL on the HAProxy server
6. Create a self-signed SSL certificate on the HAProxy server
7. Reconfigure the HAProxy configuration file to allow for cookies
8. Test all three servers for session persistence and fail over.



5

Network Topology Diagram with IP Addresses



6

Appendices | Deliverables

Creating an EC2 Instance & Installation of a LAMP Stack

Step 1

Go to AWS.com and sign in. When you open it, it will look

similar to the image to the bellow. Select the EC2 service outlined in red in the image to the 
right.

Step 2

Next we are going to create a security group for the instance. In this screen you will follow the 
list on the left down to where is says “Security Groups” and click on it. 
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Step 3

At this screen you will see your default security group in the middle. You can create a new one 
specifically for this by selecting “Create security group” in the top right corner. 

Note: Best practice is to not use the default security group. Create a new one for the project at 
hand. This helps protect each project.

Step 4

Next we are going to add security rules. To start click on the security group ID name.
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Step 5

Here we are going to add security rules. Click on the “Edit inbound rules” on the far right.

Step 6

At this screen you will click “Add rule”.
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Step 7

Here we will be adding multiple rules. The steps are the same for each rule. You are going to add 
3 rules. HTTP, MYSQL/Aurora and SSH. By doing the following for each one.

a) Select the Type by clicking the “Custom TCP”  and scroll down until you see HTTP  
and click on it.
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b) Next you will select “Custom” under the Source column. And scroll down to where it 
says “Anywhere-IPv4.

c) Note: You will follow the same steps for the other 2 rules. MYSQL/Aurora and SSH. At 
the end it should look like this. Image to the right. Then click the Save rules at the 
bottom right.
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Step 8

Getting to the EC2 page. Click on the Instance on the left.
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Creating an EC2 instance
Step 9

To create an EC2 instance click “Launch instance” in the top right.

Step 10

Give the server a name. Helpful if you pick one that is relevant to its purpose.
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Step 11

To make 2 or more EC2 instances that have the same configuration. On the right, right under 
“Summary” you can  select how many to create.

Step 12

Create a key pair. Click on “Create new key pair”. This authenticates the SSH login.

• Note: This step will pop up a download page for the privet key “.pem”. Write down or 
remember where you put it, we will need it later.
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Step 13

For the networking you want to make sure the “Auto-assign public IP” is enabled.

• Note: The IP address is auto assigned when launched. A new IP is created if the instance 
is stopped and then re-started.

Next you want to make sure that you select “existing security group”.

• In the drop down menu, select the security group that you made earlier.
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Step 14

Leave everything else as the default settings and click on “Launch instance” in the bottom right 
corner.

Step 15

Then you will need to make sure you get 3/3 checks passed. This shows that the instances are 
checked and running properly.

Note: If you did not create more than one EC2 instance, then you will need to follow the 
previous steps for each EC2 instance that you need.
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Connecting to your EC2 instance via SSH.

Note: Make sure you are in the directory where you saved your .pem key. To navigate to that 
directory, enter cd followed by the folder’s name.

Step 16

First we are going to secure the .pem file. To do this run “chmod 400 ~/your file.pem.

• Note: This only makes the file where user can only read and everyone else and groups 
have zero access.
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Step 17

Now we need to know what the EC2 instance IP address is. To do this, you need to go back to 
AWS and click on your EC2 instance.

A) Then in the middle of the screen you should see
“Public IPv4 address” the number under it is the Public IP. Copy or write that 

number down. 
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SSH into EC2 instance

Step 18

Now run the command “ssh -i ~/file.pem ec2-user@public IP”.

• The prompt is asking for approval, not your password. Type yes.

Step 19

Next we need to update the system. Run command “sudo dnf upgrade -y”

After the upgrade is done your screen should look like the picture to the left.



19

Installation of MariaDB
Step 20

To install MariaDB use the following command “sudo dnf install mariadb105-server”.

Configuration of MariaDB

Step 21

Now that it is installed we need to start it. “sudo systemctl start mariadb”
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Step 22

Next we enable mariadb. “sudo systemctl enable mariadb”

Step 23

Now we need to make sure that mariadb is up and running. To do that we will use the command. 
“sudo systemctl status mariadb”



21

Step 24

Now to secure your MariaDB install. “sudo mysql_secure_installation”

Accessing MariaDB

Step 25

Now to access Mariadb server need to run command “sudo mariadb” When you see:

“MariaDB [(none)]>” you know that you are inside the mariadb.



22

Creating The Database

Step 26

Now we are going to create the database for SeedDMS. For this run the command: “CREATE 
DATABASE seeddms; Verify that it is there with the                                      command: 

“SHOW databases”

You can see in the image that seeddms is at the bottom of the list.

Step 27

Next, we need to do for the database is to create the user.

“CREATE USER ‘newuser’@’%’ IDENTIFIED BY ‘user_password’;”
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Step 28

Last thing we need to do is set privileges and save. Set privileges:

“GRANT ALL PRIVILEGES ON database_name.* TO 'databaseuser'@'%’WITH 
GRANT OPTION;

Save: “FLUSH PRIVILEGES”
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Configuration of the SeedDMS Application Server

Connecting to the EC2 Instance

Step 29

Now just like last time we have to ssh into the EC2 instance. Now run the command

“ssh -i ~/file.pem ec2-user@public IP”.

This prompt is asking for approval, not your password. Type yes.
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Apache installation

Step 30

First part of a LAMP stack is installing Apache: “sudo dnf install httpd.X86_64 -y”

Step 31

Now we have to start up Apache, use this command.“sudo systemctl start httpd.service”

After that you will want to check and make sure it is up and running, you can do the with the 
following command “sudo systemctl status httpd.service
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Step 32

Check in the browser to confirm that it can connect. To do so open your browser and enter: 
http://IP

• now for the IP you will want to enter the public IP of your EC2 instance.
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Installation of PHP

Step 33

Now we are going to install PHP. This command is a long one so make sure it typed out right, 
otherwise you will get an error.

“sudo dnf install php php-gd php-mbstring php-xml php-json php-mysqlnd php-zip -y”
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Installation and Configuration of SeedDMS

Step 34

Now it is time to download and configure SeedDMS. Command:

“sudo wget https://sourceforge.net/projects/seeddms/files/seeddms-6.0.34/seeddms-
quickstart-6.0.34.tar.gz”

After words us “ls” to make sure the correct file is there.

Step 35

Now that we have the SeedDMS zip file we need to extract it. Use the command:

“tar -xzvf seeddms-quickstart-6.0.34.tar.gz” After the extraction finishes run “ls-l” to see the 
file. It should look like the image on the right
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Step 36

After extracting seeddms archive need to verify that the are all there Run: “ls seeddms60x”

Step 37

Now that we have the files we need to move them to Apache root directory by running:

“sudo mv seeddms60x/* /var/www/html/”
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Step  38

Next we need to move to that directory to verify the files are there. Do that with the command: 
“cd /var/www/html” After your in the html directory run:”ls” to see the files have moved.

Step 39

Now that we can see the files are there we need to give owner ship to Apache. Run: “sudo 
chown -R apache:apache /var/www/html/*”
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SeedDMS Installation Tool

Step 40

Now in order to be able to access the web based installation tool we need to put the tool in the 
file. First step is to move to the configuration directory.

Run: “cd conf/”

note: if you are not in the html directory you will need to run: “cd /var/www/html/conf/”

Now that we are in the configuration file we need to crate the installation tool running the 
following command will create the file needed.  “sudo touch ENABLE_INSTALL_TOOL”
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Step 41

Now that we have the all the files and configuration done we need to restart Apache for it to all 
take affect. Run: “sudo systemctl restart httpd”

Step 42

Now that the server has restarted we will go to the browser to configure the website side. If you 
still have the browser up just refresh the page. If not that is fine. Just go to 

http://public-IP/seeddms/install  in the browser. You want to get to the page the is to the right. 
And then click “Start installation”



33

After clicking “Start installation” you should be at this page.

Step 43

Next need to go back to AWS and click on your Database. Here we need to copy the Privet IP
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Step 44

Back at the installation web page we need fill some of this out.

• Extra PHP include Path: needs to be: /var/www/html/pear/

• Database Type: needs to be: mysql 

• Server Name: This is the privet IP of your database that we just saved.

• Database: is the name of your database.

• Then  username and password

Create database tables: Check mark on this ONLY for the first application server. Click 
apply
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Step 45

At this time you should be at this page to the right. Here we are going to delete the installation 
tool.

Step 46

Next we are going to go into the application and configure a little in there.

Note: The default login is admin/admin
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Step 47

The only thing that we need to do is change the name of the site. When choosing a name it is 
good to pick one the is relevant to its job also if you know you are going to make multiple one, to 

put a number convention in the name.
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Launching 2 additional EC2 instances from the AMI

Step 48

The first thing is to select the EC2 instance the you want to use. Next you can either click 
Actions in the top right, or you can right click on the instance (both option will work the same 
way). In the drop down menu scroll down to image and templates, the in the next menu select 

Create Image.
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Step 49

You will want to name the instance the same as the first one but change what number server it is.

Step 50

Next you can give it a description if you want, but it is not necessary. The last thing is to click 
Create Image at the bottom right.
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Step 51

To see the AMI that you just created, need to go to AMI. In the menu on the lift scroll down to 
where it say AMI.

Step 52

The page you will see the AMI that you created. Select the instance,. Then in the top right click:

Launch instance from AMI
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Step 53

At this screen you will give it a similar name then we will adjust it later. Then on the far right 
under Summary select how many instances you want. For this project I’m going to select 2. 

Then at the bottom select Launch instance.

Step 54

With the image already configured all we need to to is select your key-pair. Then make sure that 
you select: Select existing security group then click on your security group from the list. When 

done click Launch instance at the bottom right.
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Step 55

Now back at your instances page we will rename the 2 instances to match the first one but with 
number to tell which one is which. Hover over the instance that you want to rename and click on 

the pencel icon. Select one of the 2 new instances that we just created we, will do the extra 
configuration.

Step 56

Select one of the new instances.
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Step 57

Need to grab a copy of the public IP so we can SSH into it.

Step 58

Just like the other times SSH into the instance using it’s IP address. ssh -i ~/file.pem ec2-
user@IP
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Step 59

Create the installation tool use the command.

Sudo touch /var/www/html/conf/ENABLE_INSTALL_TOOL
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SeedDMS Browser Configuration

Step 60

Next we are going to go to the browser so we can configure the settings for the SeedDMS 
application like we did on the first one. So go to: http://IP address/seeddms/install

Your browser should look similar to the image below.
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Step 61

Now back in AWS we need to go to the database by clicking on the instance.

Here we are need to grab a copy of the Private IP address.
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Step 62

Now come back to SeedDMS install site. Just like with the first one need to fill out the following 
sections.

• Extra PHP include Path: needs to be: /var/www/html/pear/

• Database Type: needs to be: mysql 

• Server Name: This is the privet IP of your database that we just saved.

• Database: is the name of your database.

• Then of course your username and password.

◦ Note: you are not creating a new username and password. You are using the ones that 
we already created.

• Create database tables: Leave this unchecked

• Then click apply

NOTE: Make sure you do this entire section again for the 3rd SeedDMS EC2 instance that we 
created.
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Configuration of the Document Root file.

Note: This will be done on all three SeedDMS web servers. In order to do this you will need the 
public IP of all three SeedDMS servers.

Adding the Installation Tool

Step 63

After SSH into the first instance ssh -i ~/file.pem ec2-user@IP. You can run an update if you 
want to however, it is not required. sudo dnf update -y  The need to create the install tool file:

sudo touch /var/www/html/conf/ENABLE_INSTALL_TOOL
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Accessing the Configuration File

Step 64

Next we are going to access Apache’s configuration file.

sudo nano /etc/httpd/conf/httpd.conf
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Editing the Configuration file

Step 65

Warning: Edit the Apache configuration file carefully. Incorrect changes could brake the server 
and it will not load or load wrong.

Now in the config file, need to scroll down to where is says                               DocumentRoot 
“/var/www/html”.

Once you find it we are going to add seeddms at the end of it. It should look like the image 
below.

DocumentRoot “/var/www/html/seeddms”

After you have made that change you will press CTRL+O then Enter (this will save the 
changes). The press CTRL+X to exit the config file.
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Restarting Apache

Step 66

Next we need to restart Apache for the changes to take affect. Run: sudo systemctl restart 
httpd

Step 67

Next we are going to go to the browser so we can configure the settings for the SeedDMS 
application like we did on the first one. So go to:http://IP address/seeddms/install



51

Your browser should look similar to the image Below

Step 68

Now you will go through the steps as you have previously without changing anything. When you 
come to the login page, go a head and log in.
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Step 69

Now open a new browser and enter the IP address only for one of  your SeedDMS servers.

At this point it should have taken you to the SeedDMS website.
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HAProxy Server

Creating the EC2 Instance

Step 70

Go to AWS.com and sign in. When you open it, it will look similar to the image to the right.

Select the EC2 service 

Step 71

To create an EC2 instance click “Launch instance” in the top right.
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Step 72

Give the server a name. Helpful if you pick one the is relevant to its purpose.

Step 73

For the networking you want to make sure the “Auto-assign public IP” is enabled.
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Step 74

Next you want to make sure that the you select “existing security group”.

• select the security group that you made earlier.

Step 75

Leave default settings for the rest and click on “Launch instance” in the bottom right corner.
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Step 76

 After it is launched you will come to this screen. Here you will confirm that the instances are 
running. Then you will need to make sure the you get 3/3 checks passed.
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SSH Into Instance

Step 77

Need to get a copy of the public IP so that we can SSH into the instance.

Step 78

To SSH into the instance use command:

ssh -i ~/your key.pem ec2-user@public IP.

After your in we are going to update the system with: sudo dnf update -y
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Installation of HAProxy

Step 79

 To install HAProxy.   sudo dnf install haproxy

Verification of Correct Installation

Step 80

Use the command haproxy version
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Creation of Self-Signed SSL Certification 

The following section is about how to create and combine an  SSL certification.

Step 81

If not already, SSH into the HAProxy server. Use command:

ssh -i “file.pem” ec2-user@public IP.
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Enable and start HAProxy

Step 82

First we need to check the status of HAProxy use the command:

sudo systemctl status haproxy

If your HAProxy in disabled then you need to enable it. Use the command:

sudo systemctl enable haproxy

After you enable you need to start HAProxy

sudo systemctl start haproxy
Then if you run another status command you want to see: active (running)
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Creating a Single-Sign SSL

Step 83

Now that HAProxy is up and running, next we need to install openssl run the command: 
sudo dnf install openssl -y

Step 84

With openssl installed we now need to create a directory for the SSL certificate to stay in. First 
we need to move to the ssl directory: cd /etc/ssl/ 

Next to make the directory us: sudo mkdir private Now for the key and the certification. To 
create the key and the certification run this command: openssl req -nodes -x509 -newkey 

rsa:2048 -keyout /etc/ssl/private/your.key -out /etc/ssl/private/your.crt -days 30  
Note: Make sure that you rename the your.key and your.crt 
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Step 85

Follow and answer the question that you deem important. Keep in mind that this information is 
what is going to be in the key.

Step 86

Next we are going to combine the key and the certificate into a single .pem file. Use the 
command:

cat /etc/ssl/private/test.key /etc/ssl/private/your.crt > /etc/ssl/private/your.pem
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Configuring HAProxy to use the SSL Certificate

Step 87

The modification that we are going to do next is going to need the private IP addresses for all 3 
instances.

So if not already, sign in to AWS and navigate to your instances. Select one of the SeedDMS 
instances and on the right side is the private key. 

Step 88

First lets open the configuration file. Use the command: sudo nano /etc/haproxy/haproxy.cfg
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Step 89

Once  inside the config file need to scroll down the front end and back end section.

Step 90

Now lets start with the front end.  First thing is binding. You should see that it is binned to port 
5000. We need to change that to port 443 and then add are .pem file that you created. So replace 
the bind section with: bind *:443 ssl crt /etc/ssl/private/seeddms.pem Next you can delete the 
lines that reference static. Next you will put in mode http Now for the back end. For the back 

end need to change the server names and IP to match that of each of your instances. Then instead 
of :500? check, you’ll put :80 check.
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After your all done your front and back end should look similar to the image below.

Then to save and exit use: CTRL+S to save and then CTRL+X to exit the config file. 

Step 91

Then lets verify that it is there. Run haproxy -c -V -f /etc/haproxy/haproxy.cfg What your 
looking for is that your configuration file is valid.
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Failover and Cookies Test

Now we are going to perform a failover test to confirm the sticky session dose in fact work as it 
should.

If not already at the website by using the HAProxy instance follow the next step to open the 
website.

Step 92

In AWS, select the HAProxy instance. Then go down to where it says Public IPv4 address. 
Then click on the link that says open address.
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Testing the Cookies Persistence

Step 93

Next to test that the cookies persistence. Simply refresh the page 2-3 times. Watch which 
SeedDMS_WS? It is using. As long as the website does not change then the test passes.

The purpose of this test is to make sure that the HAProxy cookie persistence settings  keeps the 
user on the same server if the page was to refresh.
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Failover Test

Next back on AWS you will select the SeedDMS sever instance that you use in the previous step.

Step 94

Select the instance that you are using and go to Instance state in the top right.

Then scroll down to stop instance.

Wait about 2-3 minutes and then refresh the page. You want to make sure the instance shows the 
it is stopped.
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Step 95

Now go back to the page and confirm the instance that you stopped is the one your on.

Step 96

Next you will refresh the page. You will see that the sever changed. You can then refresh it a few 
more times and see the cookies will keep you on the new server.

Note: In the event that the browser is showing you on the same server, you will need to clear 
your browser cache or you can press Ctrl+Shift+R (Command+Shift+R on Mac) which will 

bypass the cache file and refresh the page.
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For more detailed information on installation and configuration, see the sources in the 
References section below.

References

•How to Create MySQL User   
•Installing MariaDB on Amazon Linux 2023  
•How to Install Apache Web Server on Amazon Linux 2023  

•How to install PHP on Amazon Linux 2023 server  
•HAProxy with SSL and Let’s Encrypt  
•HAproxy Sticky Sessions  

https://linuxize.com/post/how-to-create-mysql-user-accounts-and-grant-privileges/
https://www.haproxy.com/blog/load-balancing-affinity-persistence-sticky-sessions-what-you-need-to-know/
https://gridscale.io/en/community/tutorials/haproxy-ssl/
https://linux.how2shout.com/how-to-install-php-on-amazon-linux-2023-server/
https://cloudkatha.com/install-apache-web-server-on-amazon-linux-2023/
https://linux.how2shout.com/installing-mariadb-on-amazon-linux-2023/
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